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SOME RIGHTS RESERVED 


The articles contained in this magazine are released under the 
Creative Commons Attribution-Share Alike 3.0 Unported 
license. This means you can adapt, copy, distribute and 
transmit the articles but only under the following conditions: 
you must attribute the work to the original author in some way 
(at least a name, email or URL) and to this magazine by name 
(‘Full Circle Magazine’) and the URL www. fullcirclemagazine. org 
(but not attribute the article(s) in any way that suggests that 
they endorse you or your use of the work). If you alter, 
transform, or build upon this work, you must distribute the 
resulting work under the same, similar or a compatible license. 
Full Circle magazine is entirely independent of Canonical, the 
sponsor of the Ubuntu projects, and the views and opinions in 
the magazine should in no way be assumed to have Canonical 
endorsement. 


Please note: articles in this magazine are provided 
with absolutely no warranty whatsoever; neither 
the contributors nor Full Circle Magazine accept 
any responsibility or liability for loss or damage 


resulting from readers choosing to apply this 
content to theirs or others computers and 
equipment. 
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Editorial 


Welcome to the last issue of Full Circle*. 


This month we have the usual suspects: FreeCAD, Great Cow 
Basic, and Inkscape. But, unfortunately, this month is the end 
of the FreeCAD series. Don't worry I have a replacement lined 
up to start next month, and I'm sure you'll love it. Speaking of 
new things, we have a new column starting this month. Please 
join me in welcoming Richard aboard FCM with his Everyday 
Ubuntu column. He'll be discussing everyday things to do in 
Ubuntu. 


Shock horror! We have an article (this month) that's not about 
Ubuntu! It's Charles writing about Manjaro XFCE on a Lenovo 
Thinkcenter M57. Yes, we do like articles about other distros. 

It's just that we don't receive many. If any! 


If you've been following the Full Circle Weekly News then 
you'll know that it's been less than weekly. My fault. But out of 
bad comes good. We have two new hosts who have taken over 
the Weekly News: Wayne and Joe. They've already released 
two episodes, so head over to the main site and have a listen. 
They're doing a great job. 


The opposite of a good job, is me. I accidentally deleted the 
mailing list. There are times I just shouldn't be let near 
technology. In my defense, I thought the interface was letting 
me select a single page of (junk Yahoo) names, when in fact it 
was selecting every page. And I clicked delete. So, if you think 
you're missing a notice from the mailing list: please sign up 
again. I'm really sorry about that. Don't worry if you don't 
receive a reply, I manually add everyone who signs up to the 
list. The opt-in feature seems a bit broken. Which isn't my fault 
this time! Honest! 


All the best, and keep in touch! 


Ronnie 


ronnie @fullcirclemagazine. org 


OFS ao 


[al 


* The last issue of 2017 that is. :) 
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Submitted by Arnfried Walbrecht 
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weekly-news 


Telegram for Android now supports multiple accounts 


Telegram has been busy parrying government attempts to 
collect user data over the past year, but it hasn’t forgotten its 
users. It’s ushering in 2018 with a handful of offerings you'll 
likely find helpful if it’s your chat app of choice, starting with 
the ability to support multiple accounts on Android. The latest 
version of Telegram for the platform supports up to three 
accounts with different phone numbers. You can quickly switch 
between them on the side menu, but you'll get notifications for 
all of them regardless of which one’s active. 


While the iOS app remains a step behind its Android sibling 
and still can’t support multiple accounts, the company has 
something for Apple users, as well. Telegram is finally giving 
you a way to change what your app looks like under the new 
Appearance setting. The iOS version now has several themes to 
choose from, including two dark “night time” themes and a 
“day” theme with colors you can tweak. That’s not quite as 
useful as having support for more than one account, but fingers 
crossed that themes’ arrival on iOS means Android’s other 
features will soon follow. 


Unlike the other two in Telegram’s update list, both mobile 
platforms share version 4.7’s last new feature: quick replies. 
You can simply swipe left on a friend’s text bubble to write a 
reply specifically for that part of the conversation, so you can 
type up multiple responses without confusing yourself and your 
friend. 


Source: https://www.engadget.com/2017/12/31/telegram- 
multiple-account-android/ 


Manjaro Linux 17.1.0 Released With Latest Packages 


Following the September release of Manjaro Linux 17.0.3, the 
developers of this Arch Linux-based distro have shipped 
Manjaro Linux 17.1.0. Released on December 31st, 2017, it 
marks the last Manjaro offering of 2017. In other words, you 


can kickstart 2018 with this freshly baked desktop-oriented 
operating system. 


“This marks the last update of Manjaro in 2017. We wish you 
all the best for next year. Have fun and celebrate with family 
and friends,” the announcement reads. 


As per Manjaro Project Lead, Philip Miiller, this is their second 
try with Xorg-Server v1.19.6. The respective packages of 
Firefox, Wine, and Gimp have been updated. Apart from the 
update of Manjaro Mesa-Stack, the dri/drm handling has also 
been changed. 


On the kernel front, Linux 4.9 and Linux 4.14 have been 
updated to their latest point release. 


Following the footsteps of Arch Linux, Manjaro dropped the 32- 
bit support in September 2017. Later, Arch Linux 32 came into 
the picture as a community project, which was soon followed 
by Manjaro32. It goes without saying that Manjaro32 uses Arch 
Linux 32 as upstream. 


Source: https://fossbytes.com/manjaro-linux-17-1-0-released- 
features-download/ 

‘Kernel memory leaking’ Intel processor design flaw forces 
Linux, Windows redesign 


A fundamental design flaw in Intel’s processor chips has 
forced a significant redesign of the Linux and Windows 
kernels to defang the chip-level security bug. 


Programmers are scrambling to overhaul the open-source Linux 
kernel’s virtual memory system. Meanwhile, Microsoft is 
expected to publicly introduce the necessary changes to its 
Windows operating system in an upcoming Patch Tuesday: 
these changes were seeded to beta testers running fast-ring 
Windows Insider builds in November and December. 


Crucially, these updates to both Linux and Windows will incur 
a performance hit on Intel products. The effects are still being 
benchmarked, however we’re looking at a ballpark figure of 


five to 30 per cent slow down, depending on the task and the 
processor model. More recent Intel chips have features — such 
as PCID — to reduce the performance hit. Your mileage may 


vary. 


Similar operating systems, such as Apple’s 64-bit macOS, will 
also need to be updated — the flaw is in the Intel x86-64 
hardware, and it appears a microcode update can’t address it. It 
has to be fixed in software at the OS level, or go buy a new 
processor without the design blunder. 


Source: https://www. theregister.co.uk/2018/01/02/ 
intel cpu_design flaw/ 


Black Lab Software Releases Freespire 3.0 & Linspire 
7.0 Linux Operating Systems 


After giving users free copies of Linspire 7.0 for Christmas, 
Black Lab Software’s CEO Roberto J. Dohnert is now also 
releasing the freely distributed Freespire 3.0 operating system, 
a slimmed down version of the commercial Linspire 7.0, which 
can now be purchased from the developer’s website. 


Those of you who managed to grab a free copy of Linspire 7.0 
during Christmas already know that the distro is based on 
Ubuntu 16.04 LTS (Xenial Xerus) and runs the Linux 4.10.0-42 
kernel. The distro also comes with popular apps like Google 
Chrome, Mozilla Thunderbird, LibreOffice, VLC Media Player, 
Rhythmbox, and Wine. 


On top of that, Linspire 7.0 also comes with Oracle’s powerful 
VirtualBox virtualization software, IceSSB for installing other 
popular web browsers, Microsoft .NET Core support, ClamAV 
virus scanner, BleachBit system cleaner, an Intrusion Detection 
System (IDS), and support for the Btrfs, XFS, JFS, and ZFS 
filesystem. 


On the other hand, Freespire contains a smaller collection of 
apps, including Mozilla’s latest Firefox Quantum web browser, 
the lightweight Geary email client, AbiWord word processor, 
Gnumeric spreadsheet editor, Pinta image drawing and editing 


program, Parole Media Player, IceSSB, and Font Manager. 


Source: http://news.softpedia.com/news/black-lab-software- 
releases-freespire-3-0-linspire-7-0-linux-operating- 
systems-519189.shtml 


Some Android games are quietly using your microphone 
to track your TV habits 


Some smartphone games are listening to what your mic picks 
up — but not to hear what you say. Instead, they’re trying to 
hear what you’re watching. 


This is something smartphone apps have been doing for a little 
while now: using microphone access to tell what shows you 
watch, which ads you hear, and even what movies you see. But 
a report in The New York Times last week shows the practice 
may be more prevalent — and more secretive — than 
consumers might like. 


The Times says that it identified more than 250 games on the 
Google Play Store that include just one specific type of software 
for monitoring users’ TV habits. It’s from a company known as 
Alphonso, and the apps that include it — the ones that disclose 
it, at least — often don’t make what they’re doing particularly 
clear. Most apps seem to hide their disclosure in their 
description, beneath a “read more” button. 


If you miss that initial warning, you might not know what 
you're getting into once you open the app. One game we 
installed, Endless 9*9 puzzle by Imobile Game Studios, 
immediately asked for location and microphone access, without 
explanation. The app did disclose that it was tracking “TV 
viewership details” in order to “show you TV related content 
and ads,” but only if you went into the game’s settings. Users 
didn’t have to proactively agree. 


As the Times points out, the Federal Trade Commission has 
warned companies about this behavior in the past. In 2016, it 
told a dozen Android app developers using similar software, 
called SilverPush, that users need to be notified of what type of 


information their apps are collecting and why it’s being 
collected. 


Those apps weren’t warning users at all about data collection, 
whereas the apps identified by the Times are presenting that 
information, even if it’s hidden. It’s not clear if that goes far 
enough though, and prior FTC guidance suggests it might not. 
The commission has said that only including disclosures in, say, 
a YouTube video description isn’t acceptable, since not every 
viewer may see it. Since people can download these games 
without viewing the disclosure, the same issues could come up 
here. 


Source: https://www. theverge.com/2018/1/2/16842294/ 
android-apps-microphone-access-listening-tv-habits 

Linux Kernels 4.14.11, 4.9.74, 4.4.109, 3.16.52, and 3.2.97 
Patch Meltdown Flaw 


Linux kernel maintainers Greg Kroah-Hartman and Ben 
Hutchings have released new versions of the Linux 4.14, 
4.9, 4.4, 3.16, 3.18, and 3.12 LTS (Long Term Support) 
kernel series that apparently patch one of the two 

critical security flaws affecting most modern processors. 


The Linux 4.14.11, 4.9.74, 4.4.109, 3.16.52, 3.18.91, and 
3.2.97 kernels are now available to download from the 
kernel. org website, and users are urged to update their GNU/ 
Linux distributions to these new versions if they run any of 
those kernel series immediately. Why update? Because they 
apparently patch a critical vulnerability called Meltdown. 


As reported earlier, Meltdown and Spectre are two exploits that 
affect nearly all devices powered by modern processors (CPUs) 
released in the past 25 years. Yes, that means almost all mobile 
phones and personal computers. Meltdown can be exploited by 
an unprivileged attacker to maliciously obtain sensitive 
information stored in kernel memory. 


While Meltdown is a serious vulnerability which can expose 
your secret data, including passwords and encryption keys, 


Spectre is even worse, and it’s not easy to fix. Security 
researchers say it will haunt us for quite some time. Spectre is 
known to exploit the speculative execution technique used by 
modern CPUs to optimize performance. 


Until the Spectre bug is patched too, it is strongly 
recommended that you at least update your GNU/Linux 
distributions to any of the newly released Linux kernel 
versions. So search the software repositories of your favorite 
distro for the new kernel update and install it as soon as 
possible. Don’t wait until it’s too late, do it now! 


Source: http://news.softpedia.com/news/linux- 
kernels-4-14-11-4-9-74-4-4-109-3-16-52-and-3-2-97-patch- 
meltdown-flaw-519215.shtml 


eelo is a Google-free alternative for people focused on 
privacy 


In a world where privacy seems to be at a premium, it’s no 
surprise that companies like Silent Circle and BlackBerry have 
attempted to harness that market of people who place 
significant weight on privacy. Attempts to do so have been met 
with disappointment, though Gaél Duval still wants to 
capitalize on that target niche with his eelo mobile operating 
system. 


A prominent member of the open source and Linux 
communities, Duval seems tired of having his privacy be at the 
mercy of companies like Apple and Google. 


As a result, he teamed up with two other developers to create 
eelo, an Android-based operating system that places an 
emphasis on privacy. 


Duval says he looked at alternatives, such as Firefox OS, but 
insinuated they failed at being simple and intuitive enough for 
folks to use. He also said the idea is not to create a Linux-based 
smartphone operating system, since doing so requires a great 
deal of effort that, as companies like Canonical eventually 
learned, failed miserably. 


Instead, eelo was born from the existing LineageOS, itself an 
Android-based open-source operating system that rose from the 
ashes of CyanogenMod. However, Duval said this was not good 
enough for his needs, since aesthetics were lacking and the 
number of included “micro-details” would be “showstoppers for 
regular users.” 


The question, then, is whether Duval will succeed with eelo. 
Unlike other attempts, which paired privacy-focused operating 
systems with dedicated hardware, Duval wants eelo to be a 
“non-profit project, a project ‘in the public interest.’” That 
doesn’t mean eelo will be free for everyone — Duval envisions 
preloaded versions of eelo on smartphones and premium 
services for enterprise — but that profit will not be a primary 
objective. 


Source: https://www. androidauthority. com/eelo-android-privacy- 
google-827275/ 


Android malware mimics Uber’s UI to steal your log-in 


The Android.Fakeapp Trojan has been infecting Google’s 
mobile platform for ages in different forms, and one of its latest 
variants mimics Uber’s interface. According to Symantec, which 
discovered the new variant after looking at several, the Trojan 
pops up on screen in regular intervals in an effort to fool you 
into typing your phone number and password. When you press 
enter, it sends your log-in credentials to a remote server: the 
Trojan’s creators could then use your log-in to compromise 
your other accounts or to sell them to fellow hackers on the 
black market. 


This Fakeapp variant doesn’t stop at presenting a copy of 
Uber’s log-in screen. To give you a false sense of security and to 
prevent you from becoming suspicious and changing your 
password too soon, it even loads a screen from the legitimate 
app that shows your location after you press enter. It 
apparently does that by deep linking to a URL in the real 
application that starts up Ride Request activity using your 
location as the pick-up point. 


Source: https://www. engadget.com/2018/01/03/android- 
malware-mimics-uber/ 


Canonical Plans to Release Ubuntu 17.10 Respin ISOs 
for All Flavors 


The announcement comes minutes after Canonical announced 
the end of life of its Ubuntu 17.04 “Zesty Zapus” operating 
system on January 13, 2018, saying that it’s beneficial to have 
Ubuntu 17.10 images available in the face of the impending 
EOL for Ubuntu 17.04, as users will need to upgrade their 
installations. 


Last month, several users reported broken BIOSes due to a bug 
in the Ubuntu 17.10 installation images. Laptops from Lenovo, 
Acer, and Toshiba were affected by the issue, which locked 
users out of their BIOS settings. The bug could make a user’s 
system unbootable even if the image was booted in live mode. 


Canonical immediately took action and disabled downloads for 
the Ubuntu 17.10 Desktop images from the ubuntu.com website. 
Meanwhile, to fix the issue, they had to update the kernel 
packages in Ubuntu 17.10 to disable the intel-spi driver at boot 
time, and they’ve been working on rebuilding the ISOs since. 


Early next week, around the date of January 11, Canonical will 
release the new ISO images for Ubuntu 17.10 and all official 
flavors, including Kubuntu, Xubuntu, Lubuntu, Ubuntu MATE, 
Ubuntu Kylin, Ubuntu Studio, and Ubuntu Budgie, and they’re 
announcing today a call for testing to make sure the respin 
images work correctly. 


While the company announced earlier this week that it is 
working on patches to mitigate recently disclosed Meltdown 
and Spectre security vulnerabilities on the Ubuntu 17.10, 
Ubuntu 16.04 LTS, Ubuntu 14.04 LTS, and Ubuntu 12.04 ESM 
releases, the Ubuntu 17.10 respins won’t include these patches. 


Source: http://news.softpedia.com/news/canonical-plans-to- 
release-ubuntu-17-10-respins-for-all-flavors-early-next- 
week-519258.shtml 


PyCryptoMiner Attacks Linux Machines And Turns 
Them Into Monero-mining Bots 


A new botnet is in the town and it uses Python as a scripting 
language to carry out its operation and mine Monero digital 

coins. As found out by the researchers at F5 Labs, this botnet 
has been operating under the radar in recent times. 


Due to its association with Python programming language and 
crypto-mining, the researchers have aptly named it 
PyCryptoMiner. The botnet leverages Pastebin.com to receive 
new command and control server assignments in case the 
original server stops responding. 


This technique is pretty unique as most of the malware have no 
way to switch to another C&C server. Also, file hosting services 
like Pastebin.com can’t be easily blacklisted or taken down, 
which allows the PyCryptoMiner attacker to easily update the 
server as per convenience. 


The botnet targets Linux systems with exposed SSH ports. If it’s 
successful in guessing the password, it uses its Python script to 
talk to C&C server and install Monero miner on the machine. In 
the recent years, with the rise of IoT, this trend of targetting 
Linux machines has become popular. 


As PyCryptoMiner attack uses a scripting language-based 
malware instead of a binary, its operations are more covert. 
The bot also performs a check to see if the target machine was 
already infected by the malware. 


The operator behind the botnet has been found to be associated 
with 36,000 domains and 235 email addresses; many of them 
are related to online scams and adult services. 


As per the findings, two pool addresses used by the botnets 
were paid about 64 and 94 Monero, which is about $60,000. 
The overall impact and profit made by the botnet creator 
remain unknown. 


Source: https://fossbytes.com/pycryptominer-linux-machines-turns- 


monero-mining-bots/ 


No Internet? No Problem — “ARON” Is A Futuristic And 
Free Wi-Fi Alternative That Uses IR 


SureFire is an American company that is known to produce 
illumination products and other daily use devices. At CES 2018, 
the company unveiled ARON, its new communications system 
that works without internet. 


ARON stands for “augmented reality optical narrowcasting.” 
SureFire says that the technology is based on Alexander 
Graham Bell’s invention Photophone. ARON is a type of 
wireless data transfer system that makes use of infrared light 
and optical beacons. It has a range of up to 400 meters during 
the day and 1,200 meters in the night. 


The product’s web page states that ARON establishes the range, 
data-rate, and miniaturization like never before. It also offers 
unprecedented power, freedom, and flexibility. It also allows 
users to access an AR view of the surroundings and fetch 
information from it. 


With the help of ARON, one can transmit any type of digital 
information. It can be easily installed in a phone or vehicle, 
and data transfer can be done without any cost. With the help 
of local beacons, IR light could turn out to be an alternative to 
radio frequency and make communication easier in high-traffic 
places. 


Apart from being free, this technology could turn out to be 
useful in the areas with limited internet connectivity. It can 
also be used to establish a communication channel in times of 
natural disaster that can wipe out the existing communication 
networks. 


Source: https://fossbytes.com/aron-free-wi-fi-alternative-surefire/ 


Japanese scientists just used AI to read minds and it’s 
amazing 


Imagine a reality where computers can visualize what you are 
thinking. 


Sound far out? It’s now closer to becoming a reality thanks to 
four scientists at Kyoto University in Kyoto, Japan. In late 
December, Guohua Shen, Tomoyasu Horikawa, Kei Majima and 
Yukiyasu Kamitani released the results of their recent research 
on using artificial intelligence to decode thoughts on the 
scientific platform, BioRxiv. 


Machine learning has previously been used to study brain scans 
(MRIs, or magnetic resonance imaging) and generate 
visualizations of what a person is thinking when referring to 
simple, binary images like black and white letters or simple 
geographic shapes 


But the scientists from Kyoto developed new techniques of 
“decoding” thoughts using deep neural networks (artificial 
intelligence). The new technique allows the scientists to decode 
more sophisticated “hierarchical” images, which have multiple 
layers of color and structure, like a picture of a bird or a man 
wearing a cowboy hat, for example. 


As the accuracy of the technology continues to improve, the 
potential applications are mind-boggling. The visualization 
technology would allow you to draw pictures or make art 
simply by imagining something; your dreams could be 
visualized by a computer; the hallucinations of psychiatric 
patients could be visualized aiding in their care; and brain- 
machine interfaces may one day allow communication with 
imagery or thoughts, Kamitani tells CNBC Make It. 


Source: https://www.cnbc.com/2018/01/08/japanese-scientists- 
use-artificial-intelligence-to-decode-thoughts.html 


The Linux vs Meltdown and Spectre battle continues 
The Linux developers has made a lot of progress in dealing 


with the Meltdown and Spectre. That’s good, but there’s a lot of 
work left to be done. 


Linux developers are not happy about either problem. They 
were not kept in the loop, and they had to rush patches out to 
mitigate the security holes. As Greg Kroah-Hartman, maintainer 
of the Linux stable branch wrote, this is “a textbook example of 
how not to interact with the Linux kernel community properly. 
The people and companies involved know what happened, and 
I’m sure it will all come out eventually, but right now we need 
to focus on fixing the issues involved, and not pointing blame, 
no matter how much we want to.” 


So, where are we with fixing the problems? Work is continuing, 
but the latest update of the stable Linux kernel, 4.14.2, has the 
current patches. Some people may experience boot problems 
with this release, but 4.14.13 will be out in a few days. 


Patches have also been added to the 4.4 and 4.9 stable kernel 
trees. But, as Kroah-Hartman added, “This backport is very 
different from the mainline version that is in 4.14 and 4.15, 
there are different bugs happening.” Still, he said, “Those are 
the minority at the moment, and should not stop you from 
upgrading.” 


If you’re running Linux distribution with an older Linux kernel, 
stop. No patches for you! 


Source: http://www.zdnet.com/article/the-linux-vs-meltdown-and- 
spectre-battle-continues/ 


Tails 3.4 Anonymous Live System Released with 
Meltdown and Spectre Patches 


Tails is a Debian-based live Linux system designed with a single 
purpose in mind, to hide all your online activity from the 
prying eyes of the government. For that, it relies on the latest 
TOR and Tor Browser technologies by allowing users to 
connect to the Tor anonymous network. 


The Tails 3.4 release is here a week earlier than expected due 
to the recently disclosed Meltdown and Spectre security 
vulnerabilities that affect billions of devices. It’s powered by 
the latest Linux 4.14.12 kernel, which includes patches for 


Meltdown attacks, and partially mitigates the Spectre issue. 


Among some of the enhancements implemented in Tails 3.4, 
we can mention that the operating system no longer deletes 
downloaded Debian packages after they’re installed to sustain 
the persistence feature of APT Packages, and a fix for a slow 
boot issue. 


Additionally, it addresses an issue that prevented certain 
Debian packages to install properly with the Additional 
software feature, and updates the uBlock Origin ad-blocker 
extension to make its settings dashboard work again and 
restore its icon in Tor Browser. 


Source: http://news.softpedia.com/news/tails-3-4-anonymous-live- 
system-released-with-meltdown-and-spectre-patches-519302.shtml 


Meltdown and Spectre patch stops Ubuntu computers 
from booting 


Users of the Ubuntu Linux-based operating system are 
reporting boot up failures after updating their systems with a 
kernel patched for the Meltdown and Spectre security 
vulnerabilities. 


Several users reported that after auto-updating their Ubuntu 
16.04 systems with the Meltdown/Spectre security fixes, their 
computers would not boot up. 


Some users said no log files were written that could have 
helped them locate what is causing the problem, but others 
captured kernel panics with traces being output on their 
computer screens. 


The issue appears to be caused by the Linux kernel version 
4.4.0-108 shipped as part of the Ubuntu update process. 


Reverting to the earlier kernel 4.4.0-104 without the security 
updates allowed users’ computers start up as normal again. 


Kernel version 4.4.0-109 available from the Ubuntu software 


repositories and which also contains the Meltdown security fix, 
takes care of the boot up problem. 


Patching against the Meltdown and Spectre vulnerabilities, 
which are due to processor design decisions, have been 
problematic for software vendors. 


Earlier this week, Microsoft had to pull its patch for Meltdown 
and Spectre for computers with older AMD processors installed, 
after users reported boot up failures once the update had been 
applied. 


Source: hittps://www.itnews.com.au/news/meltdown-and-spectre- 
patch-stops-ubuntu-computers-from-booting-480877 


Android security: First Kotlin-based malware found in 
Google Play Store 


The first Android malware designed to steal information, carry 
out click ad fraud, and sign users up to premium SMS services 
without their permission, written using the Kotlin 
programming language has been found in the Google Play 
store. 


An open-source programming language, Kotlin is a fully- 
supported official programming language for Android which 
Google boasts contains safety features in order to make apps 
‘healthy by default’. Kotlin became an official language for 
Android in May 2017 and it has proved popular — Twitter and 
Netflix are among the 17 percent of Android Studio projects 
using it. However, researchers at Trend Micro have uncovered 
what they believe to the first example of malware developed 
using Kotlin. The malicious app posed as a utility tool for 
cleaning and optimising Android devices, and has been 
downloaded from the official Google Play store by between 
1,000 and 5,000 users. 


When the app is launched, information about the victim’s 
device is sent to a remote server, and the malware sends an 
SMS to a number provided by the command and control server. 
Once this message has been received, the remote server will 


begin URL forwarding for click ad fraud. 


As part of this routine, the malware receives a command which 
executes a WAP (wireless application protocol) task, enabling it 
to access information on the wireless network, alongside 
injecting malicious Javascript code which allows it to silently 
access the device’s data. 


Once this has been completed, the malware can upload 
information about the user’s service provider and login 
information to the command and control server. This 
automatically signs them up to a premium SMS subscription 
service, which will cost the victim money. 


The nature of the malware means these operations will initially 
go unnoticed, providing the victim with an unpleasant surprise 
when they receive their next phone bill. 


Source: http://www.zdnet.com/article/android-security-first-kotlin- 
based-malware-found-in-google-play-store/ 


Linux vs Meltdown: Ubuntu gets second update after 
first one fails to boot 


Canonical managed to get its fix for the Meltdown CPU bug out 
on Tuesday as scheduled, but was forced to issue a new release 
after discovering some 16.04 LTS Xenial users couldn’t boot 
their machines once the update was installed. 


Several users reported the same problem after installing 
Ubuntu 16.04 LTS with the kernel image 4.4.0-108, with some 
reverting to the previous working kernel to resolve the issue. 


On Wednesday, Canonical posted a new security notice 
confirming the problem, as well as a second update with a new 
Linux kernel image, 4.4.0-109. 


Several users on Ubuntu forums have since confirmed that the 
update with the 4.4.0-109 Linux kernel image resolves the 
freezing issue. 


“T can confirm that the new 4.4.0-109 kernel is working fine, so 
if anyone is still trying to get their machine running straight 
from boot-up, simply do your normal update to get the new 
version, then purge 4.4.0-108, as it seems to be useless for 
many users, perhaps just Intel CPUs,” wrote one user. 


Canonical developers plan to address the two other related CPU 
vulnerabilities known as Spectre in a future update, Canonical’s 
Dustin Kirkland, VP of Ubuntu product development, said last 
week. 


The Meltdown and Spectre attacks primarily impact CPUs from 
Intel and to a lesser extent those from AMD and Arm. However, 
IBM this week also began releasing firmware patches for its 
Power CPUs and will follow up next month with operating 
system patches. 


Source: http://www.zdnet.com/article/linux-vs-meltdown-ubuntu- 
gets-second-update-after-first-one-fails-to-boot/ 


City Of Barcelona Chooses Linux And Free Software 
After Ditching Microsoft 


According to a report from Spanish newspaper El Pais , the City 
of Barcelona is moving away from the proprietary software 
products from Microsoft. This move is important in the wake of 
Munich’s recent decision to again adopt Microsoft’s products. 


As per the report, Barcelona city plans to replace all user 
applications on its computers with open source alternatives. 
After finding a proper replacement for all proprietary software, 
the final step would be to go ahead with replacing the 
operating system with Linux. 


To achieve this goal, the City’s administration has begun the 
process of commissioning IT projects and hiring developers on 
software programs. As per the plan, in 2018 about 70 percent 
of the City’s software budget will be spent on developing open 
source software. It’s being expected that the transition will be 
completed before Spring 2019. 


One of the important projects will aim to create an online 
platform to allow small businesses to take part in public 
tenders. 


According to Francesca Bria, the City Council’s Commissioner 
of Technology and Digital Innovation, the taxpayer’s money 
should be invested in the open source code that could be 
reused by the public as well. 


To start with the same, Exchange Server and Outlook will be 
replaced by Open-Xchange; Internet Explorer and Microsoft 
Office will be kicked out in favor of Mozilla Firefox and 
LibreOffice. 


At a later stage, it’s expected that Ubuntu will end up being the 
preferred choice of Linux distribution. As a part of a pilot, the 
City is already running 1,000 Ubuntu-powered machines. 


Source: https://fossbytes.com/city-barcelona-linux-open-source/ 


Raspberry Pi Zero WH Hacker Board Launched With 
Pre-Soldered GPIO Header 


The Raspberry Pi Foundation is here with a new (not exactly) 
hacker board that would be surely loved by tinkerers and 
makers. Named Raspberry Pi Zero WH, it’s a new variant of 
existing Zero W. 


H in Zero WH stands for “header.” This makes sense as it comes 
with a professionally soldered header. It would be useful for 
the people who don’t own a soldering iron or who want to get 
that work done by somebody else. 


With this new variant, the users can use Foundation’s GPIO 
expander software to access a Pi Zero’s GPIO pins from your 
computer running Debian Stretch or Mac. With this tool, you 
don’t need to use SSH while taking advantage of computer’s 
processing power. 


This decreases the overall setup costs and provides great 
accessibility everywhere. It goes without saying that it’s just a 
single use case. 


“You may want the header for prototyping before you commit 
to soldering wires directly to a board. Or you may have a 
temporary build in mind for your Zero W, in which case you 
won’t want to commit to soldering wires to the board at all,” as 
per the announcement post. 


While your applications might differ, Raspberry Pi Zero WH is 
surely a sweet addition to the Pi family. The product is 
available with limited availability at the moment. You can find 
it on PiHut.com, at 13.40 UK Pounds ($18.40). 


Source: https://fossbytes.com/raspberry-pi-zero-wh-hacker-board/ 


Ubuntu 17.10.1 Linux Distro Now Available — 
Download ISO Files And Torrents For All Official 
Flavors 


In late December, Canonical decided to pull the download links 
of Ubuntu 17.10 Linux distro. This step was taken following the 
reports that a bug in UEFI firmware of some laptops from 
OEMs like Lenovo, Acer, and Toshiba are corrupting the BIOS 
and making the machine unbootable. 


Now the updated and fixed Ubuntu Artful Aardvark distro is 
here in the form of Ubuntu 17.10.1 and it comes with the 
intended fixes for the BIOS issue. The issue was tracked down 
to Intel Serial Peripheral Interface (SPI) kernel module. 


It’s worth noting that this release does not fix (Via: Lubuntu) 
the Meltdown and Spectre flaws. So, the users are advised to 
install the updates right after the installation. The Meltdown 
KPTI patches can be availed by installing Ubuntu kernel 
4.13.0.25.26. Other kernels with patches have also been 
released, so do check them out as per your requirement. 


In case you’re wondering about other changes, there aren’t any. 


The ISO and torrent images of Artful Aardvark for desktop and 
server edition are available for download. Please note that the 
images for desktop are only available for 64-bit architectures. 


The images for official Ubuntu flavors, including Kubuntu, 
Xubuntu, Lubuntu, Ubuntu MATE, Ubuntu Kylin, Ubuntu 
Studio, and Ubuntu Budgie, are available for both 32-bit and 
64-bit versions. 


Source: https://fossbytes.com/ubuntu-1 7-10-1-download-iso- 
torrent-bios-fix/ 


Ubuntu Core: A secure open source OS for IoT 


Canonical’s Ubuntu Core, a tiny, transactional version of the 
Ubuntu Linux OS for IoT devices, runs highly secure Linux 
application packages, known as “snaps,” that can be upgraded 
remotely. 


Using the same kernel, libraries and system software as classic 
Ubuntu, customers can develop snaps on their Ubuntu PCs just 


like any other application. IoT is where the difference lies. 


“Because IoT devices tend to be smaller in terms of CPU and 
memory than a server or a desktop, we’ve done what we call a 
‘minimal distribution’ of Ubuntu targeted for IoT,” said Mike 
Bell, executive vice president of devices and IoT at London- 
based Canonical Ltd. “The great thing is that I can use the same 
technology on the desktop and in the cloud as I can on an IoT 
device.” 


But rather than just cutting down the OS for IoT, Canonical 
took a step back to figure out the core challenges of IoT and 
determine how those differed from the cloud. 


One manufacturer that has already embraced the Ubuntu Core 
IoT OS is Dell Technologies; the Dell Edge Gateway 3000 
launched in February with Ubuntu Core. 


Source: http://internetofthingsagenda. techtarget.com/feature/ 
Ubuntu-Core-A-secure-open-source-OS-for-IoT 


Linux and Windows Servers Targeted with RubyMiner 
Malware 


Security researchers have spotted a new strain of malware 
being deployed online. Named RubyMiner, this malware is a 
cryptocurrency miner spotted going after outdated web servers. 


According to research published by Check Point and Certego, 
and information received by Bleeping Computer from Ixia, 
attacks started on January 9-10, last week. 


Ixia security researcher Stefan Tanase told Bleeping Computer 
that the RubyMiner group uses a web server fingerprinting tool 
named pOf to scan and identify Linux and Windows servers 
running outdated software. 


Once they identify unpatched servers, attackers deploy well- 
known exploits to gain a foothold on vulnerable servers and 
infect them with RubyMiner. 


That malware campaign also utilized the same Ruby on Rails 
exploit deployed in the RubyMiner attacks, suggesting the same 
group that was behind those attacks is most likely now trying 
to spread RubyMiner. 


Overall, there’s been a rise in attempts to spread 
cryptocurrency mining malware in recent months, especially 
malware that mines for Monero. 


Source: https://www.bleepingcomputer.com/news/security/linux- 
and-windows-servers-targeted-with-rubyminer-malware/ 


BitTorrent flaw could let hackers take control of 
Windows, Linux PCs 


Google’s Project Zero has uncovered a “critical flaw” in the 
Transmission BitTorrent app that could give cybercrooks 
complete control of users’ computers. 


According to Project Zero, the client is vulnerable to a DNS re- 
binding attack that effectively tricks the PC into accepting 
requests via port 9091 from malicious websites that it would 
(and should) ordinarily ignore. 


The flaw could enable attackers to execute all kinds of attacks, 
including remote code execution, and works in both Chrome 
and Firefox on Windows and Linux PCs. Other browsers will 
almost certainly be vulnerable too. 


Publicising details of the attack appears to have done the trick 
of forcing the developers to rush out a patch, but this has not 
been applied in all the software that uses the Transmission 
protocol, Ormandy warned. 


Transmission is one of a number of BitTorrent peer-to-peer file 
sharing clients. 


Rather than a centralised hub-and-spoke system for distributing 
files and data, shared files are decentralised, but publicised via 

the software that utilises the protocol. If anyone in the network 
wants a file, it is downloaded in ‘pieces’ from the source or 


sources. 


Source: https://www. theinquirer.net/inquirer/news/3024494/ 
bittorrent-flaw-lets-hackers-take-control-of-windows-linux-pcs 


New Android malware with never-before-seen spying 
capabilities 


Last year, researchers found what at the time was quite 
possibly the world’s most sophisticated espionage app ever 
written for the Android mobile operating system. Now, in a 
discovery that underscores the growing arms race among 
competing malware developers, researchers have uncovered a 
new Android spying platform that includes location-based 
audio recording and other features that have never been seen 
in the wild before. 


According to a report published Tuesday by antivirus provider 
Kaspersky Lab, “Skygofree” is most likely an offensive security 
product sold by an Italy-based IT company that markets various 
surveillance wares. With 48 different commands in its latest 
version, the malware has undergone continuous development 
since its creation in late 2014. It relies on five separate exploits 
to gain privileged root access that allows it to bypass key 
Android security measures. Skygofree is capable of taking 
pictures, capturing video, and seizing call records, text 
messages, geolocation data, calendar events, and business- 
related information stored in device memory. 


Skygofree is a reminder that so-called implant software sold to 
governments and police forces, sometimes in countries with 
poor human rights records, remains a threat to people using a 
wide variety of devices and operating systems. Users who think 
they’re likely to be targets should always pay close attention to 
website addresses they visit and when possible install software 
only from official app stores, and then only after careful 
research. 


Source: https://arstechnica.com/information- 
technology/2018/01/found-new-android-malware-with-never- 
before-seen-spying-capabilities/ 


Here’s Why Running Linux Distros In VirtualBox Is 
About To Get Much Better 


With the help of hypervisors like Oracle VirtualBox, one can 
run operating systems within another pre-installed host 
operating system and try out the features. When it comes to 
Linux, the beginners are often advised to try out user-friendly 
Linux distros in a virtual machine before making the brave 
jump. 


If you have some VirtualBox-related experience in the past, you 
might be knowing that after installing VirtualBox package, one 
needs to install the Guest Additions package for a proper 
experience. This might be a swift and easy process for many, 
but beginners find it irritating. 


Well, the Linux kernel developers are working to add features 
delivered by VB Guest Additions to Linux kernel, and you can 
expect to see some work getting done by the release of Linux 
4.16, according to OMGUbuntu. 


The change will benefit Linux guest operating systems on any 
host. The awesome folks at Red Hat are looking after this 
development. 


Soon, after installing a Linux distro with kernel 4.16 in 
VirtualBox, you won’t have to install anything extra to get the 
complete experience like screen resizing, USB control, etc. 
Some distros like Ubuntu already come with their own version 
of additions, but their experience is not that polished. 


Source: https://fossbytes.com/linux-distros-in-virtualbox-better- 
kernel-merge/ 


Google ditches Ubuntu for Debian for internal 
engineering environment 


Google engineers have transitioned from Ubuntu to Debian for 
their internal machines. 


The company, which has been using Goobuntu, a customised 


version of Ubuntu, for years, announced last year that it would 
be switching to gLinux, based on Debian Testing. 


MuyLinux reports (Spanish) that The Debconf‘17 held last 
August revealed plans for the move as well as a roadmap for 
the project and plans for a smooth transition. 


That process has now begun, as the company moves from a 
“light-skinned” distro which it has no contribution to. Google 
used Ubuntu’s Long Term Support (LTS) builds as a customer of 
the Ubuntu Advantage Program but was not active in the 
community. 


In the case of Debian, it will send changes upstream as an 
active contributor, whilst running on the Test stream so it can 
take advantage of faster testing of new builds. 


This might mean that there are more problems for users than 
the safe pair of hands of the commercial Ubuntu, but it also 
means that Google will have complete autonomy over how to 
fix them, and benefit the community at the same time. 


For Canonical, it’s a big loss. Though Ubuntu has a huge 
number of clients in servers, cloud, and remains the biggest 
distro for the limited PC market, the loss of a paying customer 
the size of Google won’t go unnoticed. 


Source: hittps://www. theinquirer.net/inquirer/news/3024623/ 
google-ditches-ubuntu-for-debian-from-internal-engineering- 
environment 


Wine 3.0 Released To Run Windows Apps On Linux 
Efficiently 


ust recently, we told you that the support for Linux distros in 
VirtualBox is about to get a lot better with the release of Linux 
kernel 4.16. But, what if you wish to run Windows apps on 
your host Linux system? For that, Wine has got your back. 


The recent Wine 3.0 release is finally here after much wait and 
a year of development effort. The new package contains tons of 


small-big changes, 6,000 to be precise 


A major highlight of Wine 3.0 is a significant number of 
Direct3D 10 and 11 changes that have been incorporated in 
this release. These new features of Direct3D include Computer 
shaders, Stream output, Structured buffers, Format 
compatibility queries, Hull and domain shaders, Depth bias, 
etc. 


Direct3D’s multi-threaded command stream feature serializes 
Direct3D rendering commands into a single threat. This results 
in rendering correctness and performance improvement. 


That’s not all. The Direct3D graphics card database now 
recognizes more graphics cards. The support for OpenGL core 
contexts in Direct3D too has been improved. 


For Android developers and users, there are some welcome 
changes as well. Wine can now be built as an APK and one can 
use it as a proper Android app. Full graphics and audio drivers 
are also implemented. 


Source: https://fossbytes.com/wine-3-0-released-features- 
download/ 


Speech Recognition For Linux Gets A Little Closer 


It has become commonplace to yell out commands to a little 
box and have it answer you. However, voice input for the 
desktop has never really gone mainstream. This is particularly 
slow for Linux users whose options are shockingly limited, 
although decent speech support is baked into recent versions of 
Windows and OS X Yosemite and beyond. 


There are four well-known open speech recognition engines: 
CMU Sphinx, Julius, Kaldi, and the recent release of Mozilla’s 
DeepSpeech (part of their Common Voice initiative). The trick 
for Linux users is successfully setting them up and using them 
in applications. [Michael Sheldon] aims to fix that — at least 
for DeepSpeech. He’s created an [Bus plugin that lets 
DeepSpeech work with nearly any X application. He’s also 


provided PPAs that should make it easy to install for Ubuntu or 
related distributions. 


IBus is one of those pieces of Linux that you don’t think about 
very often. It abstracts input devices from programs, mainly to 
accommodate input methods that don’t lend themselves to an 
alphanumeric keyboard. Usually this is Japanese, Chinese, 
Korean, and other non-Latin languages. However, there’s no 
reason [Bus can’t handle voice, too. 


Oddly enough, the most common way you will see Linux 
computers handle speech input is to bundle it up and send it to 
someone like Google for translation despite there being plenty 
of horsepower to handle things locally. If you aren’t too picky 
about flexibility, even an Arduino can do it. With all the recent 
tools aimed at neural networks, the speech recognition 
algorithms aren’t as big a problem as finding a sufficiently 
broad training database and then integrating the data with 
other applications. This IBus plugin takes care of that last 
problem. 


Source: https://hackaday.com/2018/01/17/speech-recognition- 
for-linux-gets-a-little-closer/ 


Slack has arrived on Linux thanks to Canonical Snap 


Canonical has made the wishes of its users come true again as 
it brings another major app to Linux users for the first time. 


This time it’s popular team platform Slack. The secret sauce is 
Ubuntu’s “Snap” packages, a form of containerisation which 
puts an app into a little bubble that makes it run in the Linux 
environment. At Christmas, the technique was used to bring a 
desktop Spotify to Linux for the first time. 


The important thing here is that Snaps, first launched in 2016, 
run on any Linux distro, not just Canonical’s own Ubuntu. 
Named specifically were Linux Mint, Manjaro, Debian, 
ArchLinux, OpenSUSE and Solus. Not only that, they work 
across desktop, server, cloud and IoT.By bringing Slack to 
Linux, Ubuntu has broken down a major disconnect in what 
has become one of the most popular workplace apps in recent 
years. Slack has even endorsed it as the official build for Linux 
with a direct download link on its own pages. 


Whether, in the event, anyone will actually need Slack to run 
on Raspberry Pi is another matter, but amongst thousands of 
Snaps that have already been made, Slack and Spotify are 
demonstrations of how, by reducing the cost of developing a 
Linux version, containerisation is levelling the playing field for 
those that don’t want to go all in on Windows but still want the 
mainstream apps. 


Source: hittps://www. theinquirer.net/inquirer/news/3024814/ 
slack-has-arrived-on-linux-thanks-to-canonical-snap 


KaOS 2018.01 KDE-focused Linux distro now available 
with Spectre and Meltdown fixes 


It can be difficult to find a quality Linux distribution that meets 
your needs. This is partly because there are just too many 
operating systems from which to choose. My suggestion is to 
first find a desktop environment that you prefer, and then 


narrow down your distro search to one that focuses on that DE. 
For instance, if you like KDE, both Kubuntu and Netrunner are 
solid choices. 


With all of that said, there is another KDE-focused Linux distro 
that I highly recommend. Called “KaOS,” it is a rolling release, 
meaning you can always be confident that your computer is 
running modern packages. Today, KaOS gets its first updated 
ISO for 2018, and you should definitely use it to upgrade your 
install media. Why? Because version 2018.01 has fixes for 
Spectre and Meltdown thanks to Linux kernel 4.14.14 with 
both AMD and Intel ucode. 


Keep in mind, because KaOS is a rolling release, existing users 
do not need to download the ISO and run any kind of upgrade. 
Who should download ISO 2018.01? Those that are planning to 
do fresh installs and want to have updated media on hand. 


Source: https://betanews.com/2018/01/20/kaos-kde-linux- 
spectre-meltdown/ 


Android can now tell you how fast Wi-Fi networks are 
before you join them 


Some of the cool, more subtle features of Android 8.1 are still 
rolling out weeks after the first significant update to Oreo was 
released. For instance, today Google announced that Oreo will 
now display the speed of nearby open Wi-Fi networks to help 
you decide whether they’re even worth the effort of connecting 
to. The Wi-Fi settings menu will now display one of four speed 
labels: Very Fast, Fast, OK, or Slow. 


The difference between Very Fast and Fast, according to 
Google, is that you can stream “very high-quality videos” on 
the former and “most videos” on the latter. Most coffee shop 
dwellers should be fine with the OK level, as that’s enough for 
web browsing, social media, and Spotify streaming. 


Private Wi-Fi networks that require passwords don’t display 
any speed data since it’s really none of your business and 
Google can’t randomly test them, but they do continue to 


indicate signal strength. Google says network administrators 
can also opt out of Android’s Wi-Fi Assistant showing speed 
info by using a “canary URL.” 


Source: https://www. theverge.com/2018/1/22/16920574/ 
android-oreo-8- 1 -wi-fi-speed-labels-new-feature 


Linux 4.15 becomes slowest release since 2011 


Linus Torvalds has decided that Linux 4.15 needs a ninth 
release candidate, making it the first kernel release to need that 
much work since 2011. 


Torvalds flagged up the possibility of an extra release candidate 
last week, with the caveat that “it obviously requires this 
upcoming week to not come with any huge surprises” after “all 
the Meltdown and Spectre hoopla” made his job rather more 
complicated in recent weeks. 


Fast-forward another week and Torvalds has announced “I 
really really wanted to just release 4.15 today, but things 
haven’t calmed down enough for me to feel comfy about it”. 


He is also waiting on some extra networking fixes, and said “a 
very subtle boot bug introduced this development cycle” had 
been found and fixed by Laura Abbott this week. 


Together, those two sets of changes led him to decide that 
giving the world a new Linux kernel would be premature. 

If Linux 4.15 debuts next week, it will bring with it support for 
Radeon RX Vega displays, the Raspberry Pi seven-inch 
touchpad and the usual round of driver updates and tweaks to 
subsystems galore. 


Source: https://www. theregister.co.uk/2018/01/22/ 
linus 4_15 needs rc_9/ 


Firefox 58 Released for Linux, Mac, and Windows 


The Mozilla Foundation has made Firefox 58 files available for 
download on its official FTP servers. An official announcement 


will be made later today when the organization will also 
release the final changelog. 


Firefox 58 marks the first major release since mid-November 
last year, when Mozilla released Firefox 57, a version that 
overhauled large parts of the Firefox codebase, including its old 
add-on system, with Mozilla choosing a new system based on 
the Chromium-compatible and standardized WebExtensions 
API. 


These changes have continued two months later, in today’s 
Firefox 58 release. Except for a few changes to Firefox’s settings 
panel, most of the new Firefox features are under the browser’s 
hood. 


For example, Firefox 58 comes with a new feature called Off- 
Main-Thread painting, which are improvements to Firefox’s 
built-in graphics engine. 


There is also a new system called the JavaScript Startup 
Bytecode Cache (JSBC) for improving the browser startup time, 
and the integration of WebRender, a new web-rendering engine 
initially developed for Mozilla Servo testbed browser, and 
which has now been integrated into Firefox. On the UI side, 
Firefox 58 includes support for auto-filling credit card details, a 
feature that users can disable or enable from the Privacy 
section of the browser’s settings panel. 


Source: https://www.bleepingcomputer.com/news/software/ 
firefox-58-released-for-linux-mac-and-windows/ 


Don’t Install Meltdown And Spectre Patches, Intel 
Warns It Would Increase System Reebots 


Earlier this month, Intel promised they would fix around 90% 
of the 5-year-old machines within the coming days. But the 
patches themselves increased problems for the users by leaving 
their computer with rebooting issues. 


Now, the silicon giant has addressed the problem in a new post 
and advised users not to install security patches currently 


available for the Meltdown and Spectre bugs until they figure 
out some solution. 


“We recommend that OEMs, cloud service providers, system 
manufacturers, software vendors and end users stop 
deployment of current versions, as they may introduce higher 
than expected reboots and other unpredictable system 
behavior,” wrote Intel’s executive VP Navin Shenoy. 


Shenoy also said they had found the root cause for Broadwell 
and Haswell platforms. They will test an early version of the fix 
with their OEM partners over the weekend after which a final 
version of the security fix is to be released. They are also 
working on the security patches for other affected chips based 
on Ivy Bridge, Sandy Bridge, Skylake, Kaby Lake architectures. 
The Meltdown and Spectre patches haven’t caused problems 
just for Intel. 


A few days back, Microsoft’s had to halt patches for AMD-based 
systems after users’ machines went unbootable. Similar was the 
case when Canonical issued a fix for Ubuntu Linux this month. 


Source: https://fossbytes.com/dont-install-spectre-patches-increase- 
system-reebots-warns-intel/ 


Go Anonymous With Tails 3.5 Linux Distro: Get Latest 
Version With Important Security Fixes 


ust earlier this month, the creators of Tails Linux distribution 
released their updated version that included the steps taken by 
Linux kernel devs to mitigate the Meltdown and Spectre 
vulnerabilities. Within one month, they’re here with a new and 
updated version with more security fixes. 


The development team has strongly urged the users to update 
their installations as soon as possible. Some of the fixed issues 
in this release deal with Tor browser, amd64-microcode, 
Thunderbird, libxm12, gdk-pixbug, and bind9. 


Moving on to the new features and changes, Tails 3.5 
anonymity distro’s Tor features a redesigned Launcher that’s 


used to connect to a Tor bridge or a local proxy. 


Other changes are updates to Tor Browser 7.5, Linux 4.14.13, 
Thunderbird 52.5, and new microcode firmware for AMD to 
deal with Spectre flaw. 


As a part of the continued polishing effort to improve the user 
experience, PDF printing in Tor browser, documentation, 
applications menu issue, etc., have been fixed. 


There are a couple of known issues as well. For example, 
during the starting of Tails, there’s an alarming message about 
a kernel bug. However, it doesn’t affect the safety. 


Source: https://fossbytes.com/tails-3-5-released-download/ 


Beware! These “Forced” Chrome And Firefox Extensions 
Are Almost Impossible To Remove 


Google Chrome is often labeled as one of the best web browsers 
around for all the right reasons. Players like Firefox are 
competing by adding innovative features, but Chrome 
continues to enjoy an unparalleled popularity. However, this 
doesn’t mean that Chrome is 100% secure. A security 
researcher has spotted malicious add-ons that’s almost 
impossible to delete. 


These extensions have been spotted in both Mozilla Firefox and 
Google Chrome. They use techniques to redirect users away 
from pages where they can remove the extensions and try to 
hijack traffic for driving clicks on other web pages. 


For Chrome, the researcher found an extension named Tiempo 
en colombia en vivo. It gets pushed via a method called 
“Forced Chrome Extension.” 


To drive away users from the extensions page, it redirects the 
uses from chrome://extensions/ to chrome://apps/? 
r=extensions. On this page, only installed apps are listed. 
Blocking JS in Chrome or starting Chrome with disabled 
extensions doesn’t help as well. 


A method to stop the extensions from operating is by renaming 
the 1499654451774.js file in the extensions folder. It shows up 
in the extensions list as corrupted. 


Malwarebytes also found a similar extension in Firefox with 
name PUP.Optional.FFHelperProtection. It blocks about:addons 
in background.js and prohibits the user from removing it. 


Removal in Firefox is comparatively easier as one can see all 
the installed extensions by running the browser in safe mode. 


Source: https://fossbytes.com/chrome-extension-impossible-to- 
remove/ 


SDR starter kit developed for Raspberry Pi, Grove and 
LimeSDR using Scratch 


Lime Microsystems Lime Microsystems , in partnership with 
Seeed Studio has today announced a Starter Kit for its LimeSDR 
platform based on the Grove Platform and for use with the 
Raspberry Pi. The kit is priced at $249 (c. £180 / €200). 


It includes a LimeSDR Mini with antennas optimised for 
433/868/915 MHz unlicensed bands, plus a GrovePi+ anda 
array of Grove sensors and outputs, many of which are 
supported by a Scratch extension, and other programming 
environments. The kit provides everything you need to get 
started learning SDR basics and developing IoT applications 
and is targeted at educational use and for beginners. 


By combining the hardware components with Lime’s 
ScratchRadio software extensionScratchRadio software extension 
, users will be able to quickly and intuitively create simple and 
fun applications that integrate SDR capabilities and peripheral 
1/0. 


The LimeSDR is an award-winning software defined radio 
platform for cellular, loT, DVB, GNSS and other RF 
applications. Together with LimeNET it has a several-thousand- 
strong community of developers and backers, including EE and 
Vodafone. 


Seeed is a prototyping service and hardware innovation 
platform that lets people develop their ideas into products. It 
works closely with technology providers of all scale to provide 
expertise, in-house engineering facilities, supply chain 
management and an agile manufacture force. 


Eric Pan, CEO of Seeed, said: “We are excited to announce that 
we’ve partnered with Lime Microsystems to develop the Grove 
Starter Kit for LimeSDR Mini. It will provide a great platform 
for users to learn about SDR and help kick off IoT projects with 
the LimeSDR Mini. We cannot wait to see what what the 
community will do with this new kit!” 


Ebrahim Bushehri, CEO of Lime, commented: “One of the key 
reasons we created the LimeSDR was to open access to this 
technology to as many people as possible. This kit plays a big 
part in enabling this.” Adding: “Of course, the kit is not limited 
to Scratch and educational environments, so we’ll also be 
putting together examples that demonstrate how the kit can be 
used to develop applications that integrate with existing off- 
the-shelf systems, such as wireless thermostats and remote 
controls.” 


Kit Contents 


1 x LimeSDR Mini 

2 x Antenna for 433/868/915MHz unlicensed bands 
1 x GrovePi+ 

1 x Grove - Ultrasonic Ranger 

1 x Grove - Temp & Humi Sensor 

1 x Grove - Temperature Sensor 

1 x Grove - Rotary Angle Sensor 

1 x Grove - Button 

1 x Grove - Light Sensor v1.2 

1 x Grove - 3-Axis Digital Accelerometer (+ 1.5 g) 
1 x Grove - Relay 

1 x Grove - Sound Sensor 

1 x Grove - LCD RGB Backlight 

1 x Grove - Buzzer 


1 x Grove - Red LED 

1 x Grove - LED Bar 2.0 

1 x Grove - Touch Sensor 

1 x Grove - Piezo Vibration Sensor 
1 x Acrylic base plate 

1 x Short USB extension 


Not included in the pack is: Raspberry Pi (2, 3 or Zero can be 
used), power supply, and Micro SD card. 


How to order 
Lime is now taking pre-orders for the Grove Starter Kit via its 
distribution partner Crowd Supply Crowd Supply. 


The kit includes a LimeSDR Mini and if users that have already 
placed an order for this they can change it to the Grove Starter 
Kit. Notes on how to do this can be found on the Crowd Supply 
LimeSDR Mini Blog. 


@ 
(©) ubuntu 


The Ubuntu Podcast covers all the latest news and 
issues facing Ubuntu Linux users and Free 
Software fans in general. The show appeals to the 
newest user and the oldest coder. Our discussions 
cover the development of Ubuntu but aren’t overly 
technical. We are lucky enough to have some great 
guests on the show, telling us first hand about the 
latest exciting developments they are working on, 
in a way that we can all understand! We also talk 
about the Ubuntu community and what it gets up 
to. 


The show is presented by members of the UK’s 
Ubuntu Linux community. Because it is covered by 
the Ubuntu Code of Conduct it is suitable for all. 
The show is broadcast live every fortnight on a 
Tuesday evening (British time) and is available for 
download the following day. podcast.ubuntu- 
uk.org 
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Command & Conquer: 
Installing Linux on a USB 
drive 


Written by Lucas Westermann 


My laptop is actually a MacBook Pro that I use for my work as 
a web developer. That being said - I always do prefer to test 
and program things under Linux. Specifically, I run ArchLinux 
with i3 on my Intel NUC, which works fine until ’'m away from 
my desk. I’ve always intended to buy an external SSD device to 
put GNU/Linux on — that I can boot from when on the go. The 
reason for this (instead of dual-booting directly on the internal 
SSD) is that space is at a premium, and if I make the device 
removable, I can take that environment with me to other 
devices (although, I may need to do some fixing/tweaking). I 
could naturally also create a persistent USB stick, but my 
preference would be to have an installed system. Having now 
done this, I wanted to share my experiences here, for anyone 
who may have a similar wish. These instructions should work 
for any other laptop too, though you may need to tweak the 
information a bit. 


What do I need? 


@ An external USB drive. The best performance will come from 
a USB 3.0 SSD, but for my test run, I used an old USB 3.0 
1TB disk drive. 

@ A USB stick (check what your distribution requires size- 
wise). 

@ Your Linux distribution (in my case, Manjaro Linux). 

@ Your laptop. 

Step 1: Create bootable USB Drive 


For this step, I used Etcher (etcher.io), and simply downloaded 


the ISO, and selected the correct USB drive. 
Step 2: Booting to USB 


On a MacBook, you need to reboot and hold down the options 
key. For Windows-based laptops, you should be able to hit a 
different key to open a list of bootable devices, or change the 
boot device in the BIOS or UEFI settings. 


In my case, the USB drive appeared as “EFI Boot”. You’ll want 
to use an EFI entry for newer laptops. 


Step 3: Insert target USB Drive 


I only plugged my external USB drive in after booting to the 
USB, to avoid extra options to select from. After inserting it, I 
checked with sudo fdisk -1 what the disk was called (in my 
case, /dev/sdd). 


Step 3b: Test environment 


If you’re not sure about the distribution, or just want to make 
sure everything is working OK, feel free to take some time to 
test things at this point. 


In my case, everything worked fine besides Wi-Fi. For the 
moment, that wasn’t a huge hardship for me (as I had a 
working Thunderbolt-Ethernet adapter, and my laptop was less 
than a meter from my switch). Instead, I hoped that some 
updates might fix it once it was installed. It turns out the 
particular device in my MacBook requires the broadcom-wl 
drivers. After installing and updating the kernel, I was able to 
reboot to a working wireless connection. 


Step 4: Begin the installation 


Once you're ready, fire up the installer. Go through the typical 
questions until you reach the question of partitioning. I 
originally had hoped to pop Manjaro onto a 16GB USB 
thumbdrive I had, but it was unfortunately not recognized by 
the installer - which is why I ended up partitioning my external 


1TB drive. 
A few things to note here: 


1. Make absolutely certain you are choosing the correct drive - 
not the internal one. 

2. If you want to save your data, choose to either manually 
partition the drive, or to “install alongside”. If you want to 
erase the entire drive (for example, if it’s new), feel free to 
just “erase everything”. 

3. If you want to be more complicated and use a separate / 
home partition, you'll need to configure most distributions 
manually. I wouldn’t recommend this on an external drive, 
as it just adds extra complexity to the mounting and the 
partition table (especially if you’re leaving an accessible 
partition for random data). 


Step 5: Complete installation 


Once the installation is complete, you just need to reboot and 

select the correct drive. In the case of a MacBook, you'll want 

to use the EFI Boot option that appears with a hard drive icon 
(not the yellow removable disk option). On a Windows device, 
just select the device by manufacturer name in the list. 


Step 6: Updates & Fixes 


Once your device has booted, you'll want to install any updates 
(assuming that didn’t occur during installation), fix any issues 
you know of, and perhaps configure your preferred software. 


If you have a high DPI display, you may also want to spend 
some time tweaking settings for text size and such. 


Downsides 


From what I can tell so far, the downside is speed (a 
mechanical USB 3.0 drive isn’t as fast as an internal SSD). I 
would imagine you can improve the experience by using an 
external SSD, but haven’t actually tested this myself. 


Other downsides can include battery life (as you’re powering 
another device, and in my experience, GNU/Linux power- 
saving isn’t always as good), and temperatures (Manjaro 
appears to not regulate the fans/CPU as much as MacOS did, so 
the laptop was running warmer than normal). These are both 
things that can be tweaked. 


Lastly, I’ve had issues with standby under GN/Linux. I would 
recommend simply turning off the device. 


Conclusion 


The installation and booting was much easier than I had 
previously experienced (my last attempt at something like this 
failed completely due to the drive not appearing in the boot 
menu). And the ability to boot into GNU/Linux using a device I 
typically have with me anyways (external drive) is nice, 
especially when on a longer trip (with a C&C deadline 
looming!). 


Lucas has learned all he knows from repeatedly 
breaking his system, then having no other option 


but to discover how to fix it. You can email Lucas 
at: lswest34@gmail.com. 
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PyMOL 


Written by Folmer Fredslund 


Several pieces of specialised software exist to view and 
manipulate data. One such program is called PyYMOL and is 
used by protein chemists and structural biologists around the 
world, to visualize the three-dimensional structures of the 
building blocks of life: proteins, RNA and DNA. 


As the name indicates, PyMOL is a program written in python. 
Development was started in 2000 by Warren Lyford DeLano as 
an open source project. Compiled binaries were made available 
to paying customers who do not want the hassle of compiling 
the software themselves, obviously making it an advantage to 
use the software on GNU/Linux because a lot of nice people 
would compile PyMOL for the platform, so every day users can 
install it from the archives. 


A special version “Incentive PYMOL” was also made available, 
containing special extra features that many users would not 
need, but would be a great addition to have for industrial 
partners and similar users. 


Unfortunately, in late 2009, Warren DeLano passed away 
suddenly, and the future of the project was uncertain for a 
while, until Schrodinger Inc. took over the development and 
rights to PyMOL. Recently, a version 2.0 was released, with a 
compiled version of the open source code available for all 
major platforms. A license is still required to gain full access to 
all functions of the software. 


For the current article, I will focus on a version that is a bit 
older, corresponding to what most GNU/Linux users will have 
in the archives of their favorite distribution. 


should get PyMOL installed for you, and the program can be 


started either from the program launcher you use, or by typing 
pymol in a terminal. 


Start it up and see what happens! 
The PyMOL graphical user interface 


PyMOL has two windows when opened: A window with an 
external graphical user interface (GUI), and a window with a 
viewer and an internal graphical user interface (GUI). The 
external GUI can be used to edit settings, to issue commands 
for making movies, and so on. This is also where the plugin 
system can be used. PyYMOL can be extended through plugins, 
and several researchers around the world have made their code 
available for use with PyMOL. 


File Edit Build Movie Display Setting Scene Mouse Wizard Plugin Help 
~ ES] Reset | Zoom | Orient | Draw | Ray | 
|| Unpick | Deselect | Rock | Get View 


External GUI Bea eee 


| Rebuild) Abort! 


PyMOL Viewer 
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The internal GUI and viewer area are used to visualize the 
molecules of interest and to manipulate representation of the 
molecules loaded into the program. The bottom right corner 
includes a quick overview of the functions of the mouse, which 
can be changed by clicking inside the box. At the bottom of the 
viewer, written commands can be used, the function of which 
is equal to the functions available by using the mouse. 


If a list of PY MOL commands is written in a text file (a PYMOL- 
script), this can also be loaded when starting the program, 
enabling easy sharing of graphical views of molecules. 


Getting the coordinates 


Historically, most molecular coordinates have been 
experimentally determined by the x-ray crystallography 
technique. The Protein Data Bank (PDB) was established in 
1971 and currently contains more than 123,456 structures of 
proteins, RNA and DNA. Currently, NMR, and, more recently, 
cryo-EM, are also used as techniques to determine the three- 
dimensional coordinates of macromolecular structures. 


Coordinates are deposited by researchers from all over the 
world, and made available for everybody to investigate and 
gain insight into the microscopic world of some of the smallest 
parts of our cells. 

In PyMOL, a plugin is already installed that can be used to load 
molecular coordinates — if the PDB-id is known. For this article, 
I will use 1mbo, which is one of the first protein structures that 
were determined by x-ray crystallography, the protein 
myoglobin. 


To download the coordinates and load it into PyMOL, I will use 
the command-line command fetch 


which should result in the following picture (or similar) 


PyMOL Viewer 
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Here, the coordinates are loaded in the viewer and the internal 
GUI shows the object I1mbo is loaded. 

In the internal GUI, the object can be hidden by pressing the 
name, and there are five buttons to the right of the object 
name: 

A - The action button, for different actions on the object 

S - The show button, to show different representations 

H - The hide button, to hide different representations 

L - The label button, to show labels on individual coordinates 
C - The color button, to color the coordinates 


Now the structure is loaded into the viewer and we can make a 
representation of the protein. 


Making a pretty picture 


The structure of myoglobin we have loaded contains two 
interesting objects. A heme group, which is an organic 
compound that contains an iron-ion in the middle of the 
molecule, and an oxygen molecule, with the oxygen molecule 
being coordinated by the iron in the heme. 


Several presets exist in the PyMOL interface, and we will use 
the mouse to choose the A button then preset, ligand site and 
finally cartoon. 


PyMOL Viewer 


PyMOL Viewer 
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This function can also be called from the command line with: 


To get a good orientation of the interesting feature of the 
molecule, we will use the commands to zoom into the heme in 
the structure: 


Now use the mouse to rotate the view to your liking. You will 
notice that the lower right box indicates how you can interact 
with the viewer, and that the L, M and R indicate the mouse 
buttons. Press the left mouse button and move the mouse to 


rotate the molecule. You can also hold down the right mouse 
button to zoom in or out, and the middle mouse button to 
move the view. 


To get a more clear view, you can hide the waters by using the 
H button next the the 1mbo object and press waters, to hide 
the representation of the waters in the molecule. You might 
also have noticed the yellow striped dots. These are water 
bonding interactions called polar contacts, and can be turned 
off by de-selecting the new object 1mbo_pol_conts (click on the 
name of the object and it is hidden). And finally we can show 
the oxygen as a sphere representation, to more clearly visualize 
them. We will first set the size of the spheres to be slightly 
smaller than usual. 


Once you have found a nice view, you can use the ray 
command in the top right of the external GUI and then go to 
File -> Save Image As -> PNG and voila, you have a picture 
of a molecule of oxygen bound to myoglobin from the Physeter 
catodon also known as the sperm whale. 


PyMOL Viewer 
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I hope you enjoyed this very small introduction to the 
molecular viewer PYMOL 
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A practical introduction to 
FreeCAD. Part 10: 3D printing 
chainmail 


Written by Alan Ward 


In this series, we will be examining the world of FreeCAD, an 
open-source CAD modeling application that is still in Beta, but 
has been gaining acceptance in recent years. Naturally, it is 
readily available in the Ubuntu repositories. In the ninth article 
on using FreeCAD, we used a 3D printer to create a physical 
representation of a construction. In this episode, we will 
explore some of the uses of copying objects to create a 
repetitive pattern such as chain-mail. 


Printing interlocking pieces 


Objects with repeated, but disjointed parts, such as chains or 
chain-mail, can be printed in 3D in much the same way as a 
regular, connected, part. The main difference is that the 
printer’s driver software should be smart enough to add in 
some extra plastic between bits. This is usually done in much 
the same way printers begin printing by laying down one or 
several mats on the bed, so as to ensure the parts being printed 
stick well to its surface, and do not move around as successive 
layers of plastic are added. In the adjoined image of a printer, 
two separate lengths of chain are being printed. In each case, 
the printer began with the mats, approximately 6 mm (a 
quarter-inch) out from the object’s outline. At this point, 
several layers of plastic have already been deposited, and the 
objects (chain links) are starting to appear. Excess plastic - 
among them, the diagonal traces and wavy bits- are also there, 
to ensure links stay upright and in a correct spatial relationship 
to each other. 


Back to FreeCAD, let us begin by creating a very simple length 
of chain. We will start by doing a rectangular flat link, with a 
rectangular hole cut into it using the “cut” operation (Boolean 
volume subtraction). 


This link shape can be worked upon, and made rather more 
aesthetic or more functional, as desired. It is worth spending 
some time at this stage -perhaps rather more than I have done- 
since what we are producing here is a basic motif that will be 
repeated many times to create the complete chain object. 


Now, let us copy and paste our finished link. The new copy will 
need to be displaced a sufficient distance (e.g. along the X 
axis), and rotated by 90 degrees about the axis of displacement. 
Precise measurements will depend on link dimensions, but, in 
general, I do tend to leave, at the least, 1 mm of empty space 
between links. We now have something similar to this: 


Now, for the weird part. In order to print this in 3D, we will 
need to move it out to the printer as one single object. But we 
already have defined two separate volumes, with some free air 
between them. So, now, we simply need to combine the two 
objects with a Boolean Union operation. This is really strange 
for someone with a mathematical background, since we are 
defining in essence a single volume with two separate and 
disconnected parts to it. But it does work. 


Once we have defined the couple of links as a single union 
object, we can now copy and paste that, obtaining two strings 
of two links. One of the strings needs to be displaced along the 
same axis into a suitable position, and then the two bits need to 
be fused to each other into a single Union object, as before. We 
can then continue in this fashion, multiplying the number of 
links by 2 in each operation: 1, 2, 4, 8, ... 


Once we have the workflow set out, we can experiment with 
more complex basic link forms. For instance, we could create a 
link with a flat eye and a vertical one. Thus, each successive 
copy can be displaced only along the axis, without any 
rotation. As before, the complete chain will need to end up as a 


single Union object, which can then be exported as an STL file 
and sent to the printer. 


It may be prudent to point out that the excess plastic will need 
to be pared away from the final object. This will include the 
mats set out beneath the chain, but also all the various bits and 
pieces the printer will have added to support the links, and also 
between each pair of links. A very complex link geometry may 
hinder getting all these bits out from our assembly. Practical 
experience shows that an object such as the above chain can 
take as long to clean up as to do the actual printing — if not 
more. Thinking ahead, and adjusting link shapes to make the 
interstitial spaces more easy to access, can be of help. 


Spreading out to chain-mail 


Going from a linear piece of chain to flat chain-mail is not too 
complex. The main difficulty is that each link will need to be 
interlinked with many other links, typically four, so the central 
space will need to be created large enough to allow 
neighboring links to pass — while maintaining a separation of 
about 1 mm between any two links. As long as this is assured, 
links can take any form. One typical shape would be flat toroid 
rings (“donut-shaped”), set at different angles for each alternate 
row: a close-up of real mail can be seen at this link: https:// 
en.wikipedia. org/wiki/Mail_ (armour) #/media/ 
File:European_riveted_mail_hauberk,_close_up_view.jpg. Other setups 
are also possible, for example curving each link into a saddle- 
shaped ring to aid fitment. Going even further in this direction, 
rounded links can be transformed into a collection of simple 


volumes (cylinders and bars), such as in the adjoining STL file 
(captured in Meshlab). 


Once a basic link motif is created, it can be copied and pasted 
and separate links displaced into position. Then, several links 
can be fused into a single Union object, such as the above 8- 
link assembly, which is then repeated to create a larger piece of 
mail. Motifs can be added along two axis, to create a flat piece 
of material, or along one single direction to create a chain-mail 
band. 


Finally, chain-mail is not limited to square links or motifs in 
which links are connected to four other surrounding links. 
Three-sided symmetry can be used to create motifs in which 
triangular or hexagonal links are joined each to three other 
links. Links with a single ring can be alternated with links 
made of two parallel rings, joined by vertical parts that 
interlock with flat rings. This setup actually increases freedom 
of movement between links, producing a chain-mail fabric that 
folds and bends much better than a more traditional square 


motif. 


What novt? 
What next? 


In this -final- article on using FreeCAD, we explored some of 
the uses of copying objects to create a repetitive pattern such as 
chain-mail. This could then be used as a basic material for 
different purposes, such as preparing costumes, historical 
recreations of armored clothing, or even rapid prototyping of 
jewelry. 


Going through the various articles that have come out over the 
last months, it is clear that a 3D design program such as 
FreeCAD has many different applications, ranging from 
mechanical engineering (gears), to architecture (buildings) and 
arts and crafts (chain-mail). It is always nice to see such 
software available for the various Ubuntu variants, where 
casual users benefit from free access to these applications, 
while more advanced users can use widely tested applications 
on a very stable platform. This is not always possible with 
commercial offerings that are often available for a very limited 
number of operating systems. 


After this review of some of the possibilities FreeCAD offers, 
this series of articles will go dormant for a time. Further along, 
it may be started up once more, if there is sufficient reader 
interest. Specific proposals would be very welcome. 


Alan holds a PhD in Information and the 
Knowledge Society. He teaches computer science at 
Escola Andorrana de Batxillerat (high-school). He 


has previously given GNU/Linux courses at the 
University of Andorra and taught GNU/Linux 
systems administration at the Open University of 
Catalunya (UOC). 
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Great Cow BASIC - analog to 
digital conversion 


Written by Boris Breuer 


Correction: In the previous article I compared the 


compiled file sizes, the given sizes are in Byte, not in 
KByte. My apologies for this inaccuracy. 


Introduction 


In the last issue I introduced you to the software and hardware 
pulse width modulation (PWM) to dim a LED. And in the first 
examples we needed not much hardware than the 
microcontroller, a resistor and a LED. And, in these first few 
examples the only hardware/components we need are a 
microcontroller, a resistor and an LED. 


This time I will show you how you can set the brightness of the 
LED or the speed of the PWM by controlling it with a 
potentiometer. For a good explanation of a potentiometer see 
https://en.wikipedia. org/wiki/Potentiometer 


In the previous example we learned that a microcontroller can 
understand if a switch (or any other device) is ‘ON’ (operating 
at between 3/5V) or ‘OFF’ (operating at OV) because of its 
digital nature, but how will the microcontroller know that a 
voltage is somehow in between (e.g. at 2.3 Volts)? We can use 
the inbuilt analog to digital conversion of the attiny13a. 
Besides controlling the microcontroller within the source code, 
this will be the first time the microcontroller can be controlled 
from the outside world. 


Analog to digital conversion 


The attinyl13a features a 10-bit successive approximation 


analog to digital conversion (ADC), which means, that the 
input voltage is repeatedly compared to a reference voltage 
until the input and the reference voltage are nearly equal. The 
attiny13a has 4 multiplexed ADC channel (PIN PB2-5), each 
one can be used independently to measure voltages. For the 
moment we leave out some special functions such as free 
running mode, start ADC on interrupt or trigger an interrupt 
after conversion. The datasheet of the attiny13a has detailed 
information about this topic, but Great Cow BASIC has got you 
covered, so that using the ADC can be done quite easily. 


For the actual purpose I will use the single conversion mode of 
the ADC at the 8-bit resolution. This is precise enough, because 
the duty cycle of the PWM has the same resolution of 8-bit 
(values range from 0 - 255) so I do not need to map a higher to 
a lower resolution. Second I will use a medium frequency to 
measure the voltage; the higher the frequency the measurement 
takes place the more inaccurate the readings are. In 8-bit 
resolution every ADC value corresponds to a voltage level (). If 
the microcontroller is powered at 5 V the measurement would 
read around 0.0196 mV per step. Powering it at 3 V the 
readings for each step would be around 0.0117 mV. See the 
table below for some arbitrary values. 


ADC Value Percentage 5V 3V 
255 100 5.00 V 3.00 V 
127 50 2.50 V 1.50 V 
64 25 1.25 V 0.75 V 

Controlling the LED 


To control the LED with the potentiometer I will expand the 
software PWM code to read the analog value of the 
potentiometer and set the brightness accordingly. 


Breadboard circuitry 


I assume that you flashed the program to the microcontroller 
with your preferred programmer or an Arduino as ISP. To try 
out the program now place the attinyl13a somewhere in the 
middle of a breadboard so that the upper and the lower side 
are placed above and under the middle line of the breadboard. 


I prefer to have PIN 8 (VCC) on the upper left hand corner of 
the breadboard. The potentiometer should have three 
terminals, place the potentiometer: the terminals are in front of 
you and begin to connect from left to right: first terminal 
should go to ground, second to PIN 3 (PB4) of the 
microcontroller and third terminal should go to positive supply 
voltage (VCC). If the terminals are not properly connecting to 
the breadboard solder some wires to the terminals or stick a 
male / female jumper wire to them and connect the wires to 
the breadboard (if you have another form of potentiometer 
please refer to the appropriate datasheet). Then connect the 
anode (long lead) of the LED through a 220 Ohm resistor with 
PIN 6 (PB1) and the cathode (short lead) of the LED to Ground. 
After this connect the power supply and see how the brightness 
of the LED changes by turning the potentiometer left or right. 


AA Battery | : 
J 


Auayeg vv 


Conclusion 


Reading analog values is a very useful function of the 
microcontroller and there are many possible uses for it. Besides 
reading a potentiometer you could e. g. measure the systems 
battery status and implement a draining protection for your 
systems battery. As an exercise you could expand the code to 
not only control the brightness of the LED but also the length of 
the pauses. In the next article we will experiment further with 


the analog digital conversion and see if we can print out the 
measured values to the serial console. 
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How To - Drawing with 
Inkscape — Part 69 


Written by Mark Crutch 


This time, we’re going to move on to the final batch of new 
LPEs in 0.92, starting with one that’s both simple to use and 
potentially very useful: Perspective/Envelope. 


One significant limitation of SVG, from an artistic point of 
view, is that it allows for only affine transformations. These are 
transformations that preserve straight and parallel lines, 
limiting Inkscape to rotation, scaling and skewing. Non-affine 
transformations allow the source image to be more radically 
changed, introducing curves or distortions that let parallel lines 
converge. They would be a great addition to SVG - especially 
to allow text to be distorted into logos whilst retaining 
accessibility — but unfortunately it seems to be an enhancement 
that’s of little interest to the SVG Working Group. 


The Perspective/Envelope LPE provides a couple of non-affine 
transformations, though there’s still no accessibility gain to be 
had as text must be converted to paths first. In short, they 
allow you to distort a path (or group of paths) to follow the 
shape of a bounding quadrilateral. Changing the positions of 
the four corners of the bounding shape causes the path to be 
distorted accordingly. 
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The effect has a simple UI: the spinboxes at the bottom display 
the coordinates of the four handles and can largely be ignored 
as it’s easier to just move the handles on the canvas using the 
Node tool (F2). The two “mirror” checkboxes are self- 
explanatory - though there’s no point checking both at once as 
that will limit you to affine scaling that could be done with 
Inkscape’s usual transformation tools. The Overflow 
Perspective checkbox allows the algorithm that calculates 
perspective transformations to go beyond its usual bounds, 
allowing for some outlandish distortions that probably have 
little use in the real world. 


The “Type” popup lets you choose whether to use Envelope or 
Perspective deformation. You can freely switch between them 
to see which gives the best result for your particular image but, 
broadly speaking, Envelope is a simple distortion of your shape 
to fit the outline, whereas Perspective allows more complex 
distortions to provide a sense of depth. You can see the 
difference in this example — note the more constant thickness of 
the letters from left to right on the Envelope distortion (top) 
compared with the Perspective version. 
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For even more wild distortions, the “Lattice Deformation 2” 
LPE lets you distort your path (or group of paths) by adjusting 
the position of 25 nodes ina 5x5 grid. The UI for this is self 
explanatory — but don’t be tempted to expand the “Show 
Points” section unless you’ve got a very tall monitor! It presents 


a long list of fields holding the coordinates for all 25 nodes 
and, unfortunately, the LPE dialog doesn’t resize back down 
again when you close the list, leaving you wrestling with a 
dialog that’s too big for many screens. Here’s an example of the 
kind of transformation that is trivial to perform with this effect: 


The next couple of effects allow you to create via an LPE the 
sort of symmetry tricks that would have previously required 
manually setting up some mirrored or rotated clones — as 
described way back in part 29 of this series. Starting with the 
Mirror Symmetry effect, once again we have a simple UI that 
can produce some rather complex results. 


Path Effects (Shift+Ctrl+7) 
Path Effects (Shift+Ctrl+7) 
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This effect simply creates multiple copies of the input path, 
rotated around a common center. The “Number of copies” field 
defines the number of copies that are created (the original is 
lost in the process), whilst the “Starting” and “Rotation angle” 
fields are used to define the angle at which the first copy is 
placed, and the angle between each copy, respectively. The 
rotation angle is ignored if the “360° Copies” box is checked — 
in which case the copies are spaced evenly over a whole circle. 
In this image, you can see two stylised sun images — the former 
has the box checked to create a whole sun, whilst the latter 
uses a smaller rotation angle and different starting angle to 
produce a sunrise or sunset shape. 
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The rotational center for the effect can be manually set using 
the corresponding fields or, more practically, by dragging the 
handle that appears in Node editing mode. There is also a 
second handle for adjusting the starting angle - though oddly 
there’s no third one for setting the rotation angle. The “Fuse 
paths” checkbox determines whether overlapping paths in the 
output are kept as separate sub-paths, or fused together into a 
composite shape. The difference can be seen in the following 
example, where the shapes in the left hand image are kept 
separate, whilst those on the right are fused: 
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If you do fuse the shapes, don’t be surprised to see the output 
somewhat truncated. Try moving the rotation start using the 
on-canvas handle to gradually expose more of your original 
shape. The mesmerising effect as you dynamically do this is 
similar to a kaleidoscope — indeed the original name for this 
effect was Kaleidoscope! 


It’s worth noting that, whether you fuse the shapes or not, the 


result of the LPE is (as always) a single path. The effect of this 
is clearer when a fill pattern is used on the original path — the 
entire output path takes on the fill pattern as one, it is not 
rotated with the individual shapes. If you want the fill to rotate 
with each copy you'll need to use real duplicates or clones 
rather than an LPE. 


The second of the symmetry effects, Mirror Symmetry, does a 
similar trick to Rotate Copies, but using reflective symmetry 
rather than rotational. The UI also has a few similarities: 


Path Effects (Shift+Ctrl+7) 
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Whereas rotation takes place around a single point, reflection 
requires a line; the pop-up offers several different options, 
including reflection about the horizontal or vertical center line 
of the page, but by far the most useful option is (at least in my 
installation) labelled “Free from reflection line” - where I think 
“free from” is a typo for “free form”. In this mode, a mirror line 
appears on the page which can be moved using on-canvas 
handles via the Node tool. The two end handles are used to 
scale and rotate the line, the center one to move it without 
changing its orientation. If you choose the “X from middle 
knot” option in the pop-u,p the line becomes vertical and can 
be dragged via the center handle to set its distance from the 
original path; there’s also a corresponding “Y” option for a 
horizontal mirror line. 


The “Discard original path?” option is pretty self-descriptive — 


it removes the original path leaving only the reflection. If the 
original and its reflection overlap, the “Fuse paths” checkbox 
behaves the same as the corresponding one in the Rotate 
Copies effect: by definition this implies that the original object 
straddles the mirror line; the “Opposite fuse” option lets you 
switch which side of the line is kept and which is discarded 
when the fuse takes place. There’s no option to keep both sides, 
which seems like something of an oversight. 


Although the Mirror Symmetry effect allows only a single 
mirror line to be used, you can, of course, add multiple copies 
of the LPE, each with different settings, in order to mirror an 
object in multiple directions — such as in both the X and Y 
directions to create four shapes from the original one. 


We’re now down to the last three LPEs that have been 
introduced with 0.92, and, quite frankly, they don’t warrant 
their own article, so I'll finish with a whistle-stop tour of 
“Bounding Box”, “Ellipse by 5 Points” and “Attach Path”. 


What can I say about the Bounding Box LPE, other than “I 
couldn’t get it to work”? It’s supposed to let you add the effect 
to a sacrificial path, then link another path to it - at which 
point the sacrificial path is replaced by a rectangle that 
surrounds the linked path. That much seems to work — at least 
for simple examples — but the new rectangle is also meant to 
follow any transformations that you perform on the linked 
path, and in my testing this simply did not happen. The release 
notes suggest that this effect could be used to add a 
background color to a PNG export, but I think I'll stick to 
drawing a rectangle of my own and putting it at the bottom of 
the z-order. 


The Ellipse By 5 Points effect has no UI whatsoever. All it does 
is replace your input path with an ellipse that passes through 
the first five points of your path. It has no effect if your path 
has less than five points — or they’re arranged in a way that 
can’t form an ellipse — and it simply ignores any beyond the 
first five. I’m sure it will be useful to someone, but if you just 
want an ellipse in your drawing and don’t have a mathematical 
requirement for it to pass through five specific points, it’s more 
efficient to simply draw one with the Ellipse tool and then size 
and rotate it as necessary. 


The final LPE, Attach Path, lets you join one path to another by 
creating an additional line segment from the start of the path 
with the LPE to an arbitrary point on a linked path. You can 
also do the same from the end of the path, allowing a single 
path to potentially be attached to two others, should you wish. 
The position of the join on the linked path is set via the 
relevant position spinbox; a value of 0.00 will attach to the 
start of the linked path, whilst 1.00 will attach to the end of the 
first line segment, 2.00 to the end of the second, and so on. You 
can use fractional values as well, so that 2.50 would connect 
your line to a point halfway along the third segment of the 
linked path. These positions can also be set via on-canvas 
handles with the Node tool active. 


Attach path 
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The new line segments can be curved at either end via on- 
canvas handles or the relevant Angle and Distance fields in the 
UI. To make the lines straight, set the distances to zero (it 
would be nice if a future release of Inkscape added shortcut 
buttons to do this for you). 


This effect provides a workaround to another missing feature 
from SVG - the ability to have a path with a branch in it. By 
attaching paths together with this LPE, the connections will be 
maintained even if the original or linked paths are transformed 
or edited, making this a potentially useful effect for diagrams 
such as family trees. 


Mark uses Inkscape to create three webcomics, 
‘The Greys’, ‘Monsters, Inked’ and ‘Elvie’, which 


can all be found at http://www.peppertop.com/ 
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Researching with Linux - 
Flowblade Review 


Written by S. J. Webb 


Video editors are a developing area for Linux. Over the course 
of the last two years, Kdenlive made tremendous gains in 
stability and viability. I like Openshot due to its cross OS- 
compatibility, but it is solid for only small segments of video. 
Kdenlive just recently offered a Windows Beta download. This 
month, I will do a quick review of Flowblade. 


FLOWDLAGDE 


FREE & LIBRE VIDEO EDITOR 


I am currently in the process of documenting several job tasks. 
It is easier to record, than to write. The United States federal 
government requires on-site documentation. This is a common 
requirement when a study requires random inspections. Plus, 
this methodology allows for cross-training at some level. I am 
currently proctoring a class. Thus I will be documenting many 
of the labs via video. So time to delve deeper into Flowblade. 


Flowblade is a fairly new video editor that is available for 
Ubuntu 16.04 and Fedora 26. It is a multi-track, non-linear 
editor that you can install via command-line or software center. 
It works in a similar fashion as Kdenlive or Openshot. You can 
import multiple video and audio files to create a video. I like to 
think of video creation as 3 simple steps: import, edit, and 
export. 


I click on the program, wait for a few seconds, and the GUI 
populates. There are numerous tabs and various effects 
reviewing the program menus. I am unsure how it compares to 
Kdenlive or Openshot. However the layout is quite similar. 


The bottom half of the screen holds the imported files timeline. 
The editing tools are embedded above the timeline. They are 
accessible by the mouse cursor. If you hover above them, a 
simple description will populate. 


The upper half is split in half. The left side is dedicated to file 
management, and the right side is the image viewer. 
Additionally, several of the menus’ options are enabled at the 
top. 


I imported a media file titled Sensor Pad Calibration. I utilized 
2 separate cameras to document a sensor calibration. I used 
these cameras to record my desktop workflow and the non- 
desktop methods. I simply need to cut out the dead air from the 
desktop file and insert the non-desktop files. I would need to 
trim the files a bit, and then export it. The final editing process 
took me a couple of hours. Yet it documents the calibration 
process well enough. You can save your work as a .flb file. 
However, I am caught off-guard by the length of rendering it 
took to develop my final product. My final file was 60 minutes 
long, but it took 2 hours to finish rendering. Plus the file is 
saved under the home folder with a generic move.mpg name. 


sequence 4 - 2veexo/0 10:9 FAL 
Add Delete GU a E> 
Flowblade Batch Render - -° 9 


Current Render: Sensorpad.flb/sequence_1 
Elapsed: 24s 
Estimated Left: 2h 41m 13s 
Stop Render  @ 


Render Project/Sequence Status _ Render File Render Time 
Sensorpad.flb/sequence_1 Rendering /home/cws/movie.mpg - 


Overall, I am impressed with Flowblade. It is as stable as 
Kdenlive, but offers some of the tools from Openshot. This 
project is well documented at hitps://jliljebl. github.io/flowblade/ 
webhelp/help.html. I strongly suggest using this video editor. It 
beats our Openshot hands down. I am unsure if it beats our 
Kdenlive. I am a minimalist video editor, I am not any power 
user. My HP laptop is woefully under-powered for video 
editing, and Flowblade utilized the hardware well. I believe 
that Openshot works well with dedicated video editing 
machines. 


Next month, I will review encryption, research volunteers, and 
office politics. 


S J Webb is a researcher coordinator. When he is 
not working, he enjoys time with his wife and kids. 


He thanks Mike Ferarri for his mentorship. 
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Flash’s Everyday Ubuntu 
Adventures 


Written by Richard Adams 


My name is Richard, but you can call me Flash. It’s an old high 
school nickname, replete with irony now, as I am a recent 
amputee and not quite as fleet of (one) foot as I once was. I 
have dabbled in *nix off and on for about twenty-five years 
now (counting a period of employment in a Unix house in 
1992), but there have always previously been issues or 
shortcomings that kept me from really going to GNU/Linux 
full-time. I still use Windows quite often, Android and Chrome 
OS occasionally, and Mac OS pretty frequently (BURN the 
heretic, I hear the chant go up.) I did Windows support for 
quite a few years, so I know it well and do like it. That said, 
there are surely many good reasons to like GNU/Linux, and I 
do. 


What I propose to cover in this series are my adventures and/or 
struggles with accomplishing everyday tasks in Ubuntu (or 
Kubuntu), typically in the KDE or Unity environments. I aim to 
help people discover how to solve problems, find work- 
arounds, and optimize their use of Linux as everyday users. I’m 
not aiming to become or create GNU/Linux gurus (although I’m 
surely not opposed), and I invite feedback on easier/better 
ways to do things. Any such submissions in response to articles 
or content will be considered the property of Full Circle 
Magazine for publication purposes, without remuneration, 
unless the writer/commenter specifies otherwise. That said, 
commentary and feedback are heartily encouraged and 
appreciated, at acer1 1kubuntu@gmail.com. 


First, Pll describe my setups on my two main GNU/Linux 
machines, for context. One is an Acer Cloudbook, a thin, light 
machine with a modest 32 GB internal memory storage 
capacity, two GB functional RAM memory, a 128 GB microSD 
drive, and a 128 GB Ultrafit USB stick. This machine is 


pleasantly low-profile and light, was very inexpensive (just 
over $100 refurbished), and has sufficient space with the 
additional USB and microSD cards to actually be pretty useful. 
Battery life is all day, about 12-15 hours, The machine has 
Kubuntu 17.04 (Zesty Zapus) running, along with LibreOffice, 
Calligra Office, and a LOT of games I got from GOG.com, which 
I recommend highly. The speed for everyday tasks is quite 
adequate, and the keyboard and screen are fine for everyday 
work. 


My other system, and the one I use most, is a Fujitsu Lifebook 
T4215 convertible, a form factor I really like. It converts from 
laptop to tablet by swiveling and folding down the screen, and 
is, of course, pen-enabled. It is a nice size with a good, typable 
keyboard, a clear and reasonably bright screen (although only 
1024x768), a maxed out four GB RAM, a two TB upgraded 
hard drive, and a battery life of around two and a half hours, 
which I find acceptable for my usage patterns. It also has both 
LibreOffice and Calligra Office, but is still pending installation 
of a lot of my games, it is set up to dual-boot with Windows 10 
(KILL the INFIDEL, I know.) The desktop is Unity, and Ubuntu 
is version 16.10 (YakketyYak). 


I was pleasantly surprised that pen capability, and screen 
orientation switching from portrait to landscape or vice versa, 
actually worked ‘out of the box’ - a major plus. I needed to 
install only Tegaki to enable handwriting recognition. While 
this is an older, lower-powered machine, it runs Windows 10 
just fine and Ubuntu like a champ. One of Linux’s nicer 
advantages: it typically does run well on older hardware, just 
as claimed. This machine cost me about $70 on eBay, and I 
spent about $110 more on upgrades (including a replacement 
pen, as it had none initially). So, with an under $200 
investment, I have a nicely functioning machine with pen 
capability, plenty of storage space, and good speed for 
everyday tasks. Dual-boot setup was simple and 
straightforward, and worked without a hitch. The only caveat 
to the installation process, really, is install Windows first, then 
Linux. The rest is a breeze. 


Both machines are set up to print to an HP B210 Photosmart 
printer via CUPS, and both are set up to use portable external 
hard drives, add-on USB powered speakers, and to transfer data 
to and from an Android smartphone. I also have USB joysticks 
hooked up for game playing. 


One thing that I really enjoy on these machines is retro gaming 
, and I have gotten a good many terrific games from GOG.com, 
as previously mentioned. For those who still appreciate golden 
oldies like “Grim Fandango”, “Doom”, “Baldur’s Gate”, and 
“Duke Nukem 3D”, GOG.com is really a great resource. They 
focus mostly on Windows, with a fair number of Mac OS titles, 
but they also have a good selection of games that run on Linux. 


Of course, a lot of older games can also be run effectively via 
DOSBox, which I found to be much easier to use than expected, 
and which I routinely use to run old favorites like Wing 
Commander I and II, System Shock, and Ultima Underworld. 
Expect a later column with a focus on retro gaming. 


As an old (certified) hand on Microsoft Office, I am keenly 
interested in Office suites on GNU/Linux, so expect some 
material on LibreOffice and Calligra Office as time goes on. I 
also used to work for a graphics software company, the late, 
lamented Micrografx, so I’ll be looking at Inkscape, the GIMP, 
and other graphics software. 


Any suggestions or requests for topics to address in future 
installments are welcomed, again at acer1 1kubuntu@gmail.com. 
Please understand, as I live in a rural area with low quality 
internet access (mostly via cell phone tethering), responses may 
not be as timely as we would all like, but there’s little to be 
done about that for the time being. Input is still much 
appreciated. 


Next month: Getting started with key software installations. 


BIO: Richard ‘Flash’ Adams spent about 20 years 
in corporate IT. He lives in rural northwest 
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Linux Labs - Manjaro XFCE on 
a Lenovo Thinkcentre M57 


Written by Charles McColm 


My first introduction to Linux was when one of my younger 
brothers showed me the selection of BBS and communications 
software in Slackware 96. Linux looked fascinating, but I 
confess to not being completely convinced it was as useful as 
he suggested. A few months later, I discovered FreeBSD. I really 
liked FreeBSD and ended up buying a copy of the FreeBSD 
handbook in addition to a Walnut Creek FreeBSD subscription. 
I ran FreeBSD for a number of years until, in a Stalman-esque 
fashion, I ran into an issue with a driver for an HP Deskjet 710 
printer. 


After a bit of reading, I discovered that Red Hat 7.1 supported 
the printer. At the time, Linux was a really hot commodity and 
boxed editions of Linux distributions could be found on the 
shelves of just about every major computer retailer. I picked up 
Red Hat 7.1 and have never really stopped using Linux since. 


Over the years, I’ve tried many different Linux distributions on 
a lot of different hardware. One of the things I’ve learned is 


that some Linux distributions tend to work better on particular 
hardware than others. I’ve also learned that I love “distro- 
hopping” because I get to better see the breadth of software 
available. Although Full Circle Magazine is primarily an 
*buntu-based magazine, knowing what else is out there, and 
how it compares, can only be a good thing. 


It’s 2018, the Lenovo Thinkcentre M57 (MT-M: 6072-C1U) was 
first announced September 2007, making it over 10 years old. 
At the time this article is being written, Intel is on its 8th 
generation of Core i-Series processors. The Intel Core 2 Duo 
E4400 CPU in the M57 is vastly underpowered compared to an 
i3-8100 CPU. Core 2 Duos remain the most popular donation to 
our computer refurbishing project despite the fact that they’re a 
lot less useful now that technologies like VR are becoming 
more mainstream. 


At our refurbishing project, we’ve standardized on Xubuntu, 
specifically Xubuntu 16.04 LTS. Every year or two we check 
out other distributions to see if there’s something that makes 
them a better fit with our project. Manjaro’s rolling release 
status is attractive because software tends to be more cutting- 
edge — without sacrificing stability. Having used FreeBSD for 
years, I liked the idea of ports/source, but I recognize that not 
everyone wants to compile software all the time. 


I burned a Manjaro 17.1 XFCE ISO image to a DVD using K3B. 
Initially I tried to write Manjaro to a USB key using 
MultiWriter, a tool for deploying Linux distributions to USB 
key, but Manjaro hung on the GRUB screen. Rather than 
retrying with another tool, I just burned Manjaro at the slowest 
DVD burn speed (10x on my burner) for optimal compatibility. 


If you’ve installed Ubuntu before, the Manjaro installation 
doesn’t feel a whole lot different, but I had an issue (perhaps 
because I selected Canadian English) with keyboard mapping; 
our keyboard ended up mapped as Canadian French. This 
proved to be slightly problematic when we needed to type the 
@ symbol and got the “ symbol. Like most distributions, the 
Manjaro XFCE distribution has keyboard selection software. I 
changed the keyboard to English US and it solved the keyboard 


character issues. 


Another issue I ran into was Firefox didn’t want to get past our 
“captive portal.” At our project, we use a captive portal to 
block machines on our subnet from accessing the Internet 
without signing in to a web page first - the idea is to prevent 
malware from getting out to the Internet. Quite a few repairs 
brought in to our project are Windows systems that have been 
infected with some kind of malicious software. The captive 
portal allows us to connect to some of our local read-only 
shares to fix things before the systems are cleared to access the 
Internet. To get Manjaro to show the captive portal page, we 
had to close a tab that normally opens to the page and click a 
button to open a new tab showing the captive portal page. 


Installation from DVD took around 25 minutes. Considering the 
age of the computer, and the fact that we were installing from 
DVD media, it seemed like a pretty short time. Manjaro 
installed with the latest packages, everything was completely 
up to date. 


After installation, the date and time were wrong, and I couldn’t 
just right-click on the date and time and select properties to 
change it. I used the cli date command to change the time: 


Sun Jan 7 12:01:00 EST 2018 


The date still seemed to display incorrectly as 17:01 in the 
XFCE taskbar. I discovered that the problem was the XFCE 
version in Manjaro only seems to display the time to UTC. 
Another thing I found annoying is that Manjaro XFCE doesn’t 
have a screen capture tool mapped to the Print Screen key; 
even MS Windows at least puts the screen into a buffer. 
Manjaro does install xfce4-screenshooter, it’s just not mapped 
to the Print Screen key. Perhaps I’m too used to Xubuntu, but it 
was something I expected to work. Like the version of XFCE on 
Ubuntu, there’s a configuration tool on the whisker menu that 
can be used to configure most options. Mapping the xfce4- 
screenshooter tool to the Print Screen key was a matter of 
clicking: 


Xubuntu tends to lean on the “lesser is better” side when it 
comes to applications that get installed with the default 
Xubuntu installation. Manjaro installs more software “out-of- 
the-box.” Software I found in the menu included: Audacious 
(music playback), Bluetooth Manager, Bulk Rename, Catfish 
(text search), Engrampa (file archiving), Thunar (file 
management), Firefox, Gufw Firewall, Gcalculator, GIMP, 
Gparted, Hexchat, HP Device Manager (for configuring HP 
printers), HTOP, LibreOffice Base, Calc, Draw, Impress, Math, 
LightDM configuration, mail reader (Thunderbird), CUPS web 
interfaces for print management, Manjaro Hello (for accessing 
documentation), Manjaro notifier settings, Manjaro settings 
manager, Manjaro user guide, menu editor, mousepad, notes, 
orage calendar, panel, pidgin, power settings, network settings, 
pulseaudio volume adjuster, qpdfview, qt v421 tester, a 
screenshot tool (xfce4-screenshooter), preferred applications, 
sensor view (CPU set as default), Steam, Task Manager, 
Thunderbird, Viewnoir, VLC, XFBurn and Window Manager 
tweaks. 


I found it noteworthy that Manjaro included Gufw Firewall, HP 
Device Manager and Qtv421 tester. I tried the Qtv421 tester 
with a very old Creative Labs VF-0050 webcam. It crashed 
almost immediately upon detecting the cam, but the second 
and third time it ran without issue. 


Links to Microsoft Word, Excel, Onenote, Outlook, and 
Powerpoint Online were also in the XFCE menu. I found it 
pretty bizarre to see anything Microsoft in a Linux distribution. 
The links take you to a Microsoft Live login page. If you use the 
Microsoft Office suite this might be a nice touch. 


Manjaro XFCE was pretty stable on 4GB of RAM. Youtube 
video playback was surprisingly good in windowed mode, but 
full-screen was choppy - a better video card (than the default 
onboard) might fix this. Our Thinkcenter M57 was connected 
to a Samsung 22” LCD display running at 1680x1050. There 
was no extra video card other than the integrated graphics card 
on the M57’s motherboard. 


I couldn’t find a simple device driver installer like Ubuntu has. 
I tried typing “device” into the whisker menu, but no luck. I 
eventually found the additional drivers program in the All 
Settings menu. 


It’s a small thing, but I’ve gotten used to finding items by 
searching the whisker menu. Searching for a term like “drivers” 
should intuitively bring up the area of the settings menu to 
check for proprietary/additional drivers. That said, it only 
works on stock Ubuntu 17.10 which brings up the Software & 
Updates program but doesn’t switch to the Additional Drivers 
tab. 


One of the best parts of any Debian-based distribution is the 
apt package management system. Manjaro’s pacman compares 
favourably with a lot of shorter commands. Pacman tends to 
use switches rather than words for arguments. While less 
memorable, once you know the switches, it’s a lot simpler/ 
quicker. A good source of Pacman tips is the Manjaro wiki: 
https://wiki.manjaro. org/index.php ? title = Pacman_Tips 


One aspect of pacman I really liked was that I was able to run a 
pacman update while browsing the graphical “Pamac” software 
installer. I tried to simultaneously install software with Pamac 
and it sensibly provided a message at the bottom indicating 
that it was waiting for another program (the cli pacman) to 
finish installing software. 
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Pamac’s looks simple, but I’m not sure some of the design 

decisions are completely intuitive for someone looking at it for 
the first time. When loaded, Pamac displays software currently 
installed, it’s not until you click on the Categories tab that you 


see other software. And there’s no obvious way to install 
software until you’ve marked a program for actual installation - 
then a bar appears at the bottom where you can “Apply” the 
software checked for installation. Once you know this is how 
Pamac works, it’s easy, but I wouldn’t say it’s intuitive for 
someone learning how to install software for the first time. 


Manjaro 17.1 isn’t noticeably faster than Xubuntu, and for me 
it lacks some of the polish of Xubuntu, but it does include a 
more end-user friendly set of software out-of-box, and has a 
more up-to-date and better selection of software overall. There 
are lots of positives about Manjaro: it performs well, pacman is 
awesome, the selection of software is great, software out-of-the- 
box is very end-user friendly, and it works well on 11 year-old 
hardware. But some things like the date and keyboard issue 
make it a bit annoying. Would I recommend it as a first 
introduction to Linux — perhaps, certainly power users will 
appreciate all it has to offer, but some of the small issues might 
make me think twice about installing it as a first Linux 
distribution for someone new to Linux. 


Charles is the author of Instant XBMC, and the 
project manager of a not-for-profit computer reuse 
project. When not building PCs, removing 


malware, and encouraging people to use GNU/ 
Linux, Charles works on reinventing his blog at 
http://www.charlesmccolm.com/. 
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My Opinion 


Written by Derek Wallace 


People will say that GNU/Linux can’t do everything Windows 
can do; then, instead of listing those things (IE graphics 
manipulations, playing games, etc), they will list Skyrim, and 
Photoshop. That is what PROGRAMS you can run in Windows — 
not what you can DO on Windows that you can’t DO on Linux. 
You can play games on Windows; you can play games on 

Linux. You can do graphics manipulation on Windows; you can 
do graphics manipulation on Linux. You can play music on 
Windows; you can play music on Linux. 


Saying Windows can do things that GNU/Linux can’t, and then 
quoting specific apps, is a poor argument. Every platform or OS 
has OS-specific programs, programs available for only that OS. 
I can’t run some of the Star Wars apps (available on my wife’s 
iPad) on my Android tablet because they are not available for 
Android. So I guess, using that logic, I could say “iOS can do 
things that Windows can’t. Windows can’t play Star Wars..... 
(fill in the blank) for IOS”. 


When I had an iBook running OS X, it had different, OS X only, 
APPS, that did the same things as Windows only APPS. Some 
better, some worse. But they did the same thing. Don’t say 
GNU/Linux can’t run Photoshop; say GNU/Linux can’t do 
Graphics manipulation. That’s a true argument. But GNU/Linux 
CAN do graphics manipulation, etc, etc. Just not the same apps 
— which is true with every platform/OS. 


You can either choose an Operating System for the quality of 
the Operating System, or you can choose it for what programs 
are available, or you can try to find a balance between the two. 
For me, GNU/Linux, and specifically Ubuntu, gives me the best 
performance of any Operating System, and it’s stable and 
secure. I chose it for its quality, not for what programs were 
available. Yet there are an incredible set of programs available. 
It’s just that some programs are not the same ones available in 


Windows. 
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Linux - still Number 3 (Four tif 
you count Android) 


Written by Mac Duffield 


I have been using computers since the early 1960’s, and, in 
about 1985, became a full time IT support person and business 
software developer. Microsoft was establishing a major 
presence in the small business computer market. While Apple 
was successful in desktop publishing and graphics work, 
Microsoft was, for practical purposes, the “only game in town” 
for smaller business software. So all my work was centred 
around that platform. 


By the early 2000’s, I wanted to cut back on my work; I was 
getting tired of playing the Microsoft game. Many things about 
MS Windows were annoying me, and it was time to consider 
other operating systems for my own use. I had worked with 
Apple in a newspaper setting, and had a good deal of respect 
for it, but it felt too restrictive as well as being expensive. 


GNU/Linux appealed to me. Nobody I knew was using it but I 
bought some textbooks and installed it on one of my 
computers. In 2006, Ubuntu was beginning to show signs that 
it might someday become a contender for Apple and Microsoft 
Windows. I installed Ubuntu and forced myself to use it for as 
much as I could, while still maintaining MS applications for 
important and time critical work. 


There were some challenges: 


M@ The drafting software I used was available only for MS (and 
is still is not available for GNU/Linux). 

M The photo editing software that I depended upon was not 
available for GNU/Linux. 

M@ The GNU/Linux substitute for MS Office lacked polish, and, 
though it could (sort of) permit one to collaborate in a 
business setting with people who used MS Word, there were 


problems. 

MH There was no GNU/Linux replacement for the Accounting 
software that my wife used. She was not about to make large 
changes in her routine to learn a new system, and I was not 
going to re-write the software I had developed for MS 
Windows because I was going into retirement and those days 
were behind me. 


Fortunately there was a choice of virtualization software that 
allowed us to continue to use the MS software that we 
depended upon, and we installed GNU/Linux on our two main 
desktops as well as on the test computer I used for client work. 
We forced ourselves to use GNU/Linux substitutes for the MS 
apps that were not intensively used. Internet Browsers, file 
managers, email clients, text editors, calendars, and other 
applications similar to what what we had been using and that 
were less critical, became our learning tools while we fully 
converted to GNU/Linux. 


The more I worked with GNU/Linux, the better I liked it, and 
even my wife, who really does not enjoy using computers, 
began to see the benefits of Open Source. As years passed, 
GNU/Linux apps, from our point of view, improved, and some 
of them were outstanding; as good as or better than the 
products of Apple and Microsoft. We found that we could adopt 
GNU/Linux applications to replace the MS apps being used on 
VirtualBox. 


Today, every computer we use has GNU/Linux installed and 
though I have played with perhaps a dozen distros, everything 
we use is based upon Ubuntu with a KDE desktop. There are 
still virtual machines installed on two desktop machines, and 
my test system, but neither of us has used a virtual MS 
application for about four years now, with the exception of 
needing to update Garmin GPS units. We have replaced 
everything else that does not support GNU/Linux, and the 
Garmin devices too will soon will be replaced by GNU/Linux 
devices. 


Some friends to whom I mentioned GNU/Linux have asked me 
to install GNU/Linux on their hardware, and most of the 


installations have been a success. However, three went back to 
their previous operating systems: 


MH One was suffering increasing dementia and the challenge of 
learning became too great. 

Mi The second lives in a rural area with no high-speed Internet, 
and had to rely on a telephone modem for Internet 
communication for support. In addition, all the neighbours 
had the MS system so there was a problem providing 
immediate support. 

M@ The third really did not have any interest in learning about 
GNU/Linux. He just thought he would try it. His wife uses 
MS Windows in her work, and she is his immediate go-to for 
support so he returned to a MS operating system. 


A fourth continues to use MS OS in his business, but GNU/ 
Linux at home. He did not want to have to re-train staff on 
GNU/Linux, although he said that his initial fear of a lengthy 
training process was unfounded, and he will change to GNU/ 
Linux the next time a MS Windows upgrade is required. 


There is great inertia in the software OS business and with 
good reason. Most people really don’t give a damn about what 
operating system they use, as long as it is easy to use and 
forgiving. One can talk about all the benefits of GNU/Linux and 
the Open Source Software movement, but eyes glaze over 
quickly. It is only when a major problem with an operating 
system occurs that people are willing to consider something 
else. 


I have found it takes quite a lot of hand-holding with the 
average computer user to encourage them to adopt GNU/Linux. 
Once they are comfortable with it, they would never go back, 
but I have spent untold hours teaching — not how to use the 
GNU/Linux OS, but teaching users GNU/Linux applications, 
more than anything else. That there are now many more cross- 
platform applications available has greatly reduced the 
challenge of changing Operating Systems. 


If there is one thing that I can point to as being a hindrance to 
wider adoption of GNU/Linux, it lies in the expression that 


GNU/Linux devotees love to use. “GNU/Linux gives you 
freedom”. There is, in some ways, too much freedom. There are 
too many distros — even in just the “mainstream” systems. 
There is a huge choice of applications and deciding which to 
use is daunting. 


Most people do not like to make decisions if they have many 
choices. Where I have offered people choices, they almost 
always say “Just install what you are using.” Of all the systems 
I have installed, only two are NOT using a KDE desktop. There 
are excellent desktop alternatives, with fewer customization 
options, that make configuration simpler. Even the more basic 
interfaces would serve most users well, but it is easier, and 
more comfortable, for them to just use what I use. 


It will take time, but I still live in hope that, someday soon, 
GNU/Linux will reach the tipping point where it will become 
more talked about and will have a critical mass whereby there 
are enough users to support newcomers everywhere, and 
provide the hands-on support necessary to provide the comfort 
that most look for in a computer operating system. 
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How To - Write For Full Circle 
Magazine 


Written by Ronnie Tucker 
Guidelines 


The single rule for an article is that it must somehow be linked 
to Ubuntu or one of its many derivatives—Kubuntu, Xubuntu, 
Lubuntu, etc. 


The Official Full Circle Style Guide can be read at: hitp:// 
url. fullcirclemagazine. org/75d471 


Please read this document before submitting an article. Follow 
the guidelines and you will have a much better chance of 
seeing your article in Full Circle. 


Writing 


There is no word limit for articles, but be advised that long 
articles may be split across several issues. In your article, please 
indicate where you would like a particular image to be. Please 
do not use any formatting in your document. 


Images 


Images should be no wider than 800 pixels, in JPG format, and 
use low compression. When you are ready to submit your 
article, please email it to: articles@fullcirclemagazine. org 


Non-English Writers 


If your native language is not English, don’t worry. Write your 
article, and one of the proofreaders will read it for you and 
correct any grammatical or spelling errors. Not only are you 
helping the magazine and the community, but we’ll help you 
with your English! 


FOR REVIEWS: 


Games/Applications When reviewing games/applications, 
please state clearly: 


title of the game 

who makes the game 

is it free, or a paid download? 

where to get it from (give download/homepage URL) 
is it Linux native, or did you use Wine? 

your marks out of five 

a summary — with positive and negative points 


Hardware When reviewing hardware, please state clearly: 


make and model of the hardware 

what category would you put this hardware into? 
any glitches that you had while using the hardware? 
easy to get the hardware working in Linux? 

did you have to use Windows drivers? 

marks out of five 

a summary — with positive and negative points 
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Online Apps and Services - 
Slack on Linux 


Written by Irving Risch 


In my last article ‘Online Apps and Services’ article, I covered 
Zoom Conferencing software for GNU/Linux. This one will be 
along the same lines, but we are going to look at Slack for 
GNU/Linux. 


I was introduced to Slack about six months ago when I got 
involved with some guys who have a passion for riding laid 
back bikes and trikes. The group is call laidbackbikereport. I 
joined the team because we do a live broadcast on Youtube 
once a month, and we were looking for a way to keep each 
other informed on what was going on. Well, one of the guys 
came up with the idea of using Slack. We have been using it 
ever since, and we all like it. 


Since then, I set up a second group for the church I attend. And 
again, it is a way for everyone in that group to keep up with 
what is going on. If you are like me, my emails have gotten out 
of hand, and I find I get a lot of one-line emails that should be 
text messages, but then again text messages can get out of hand 
as well. Slack was the answer to both of these problems. 


Slack is a place for every conversation, and everything can be 
saved and organized. https://slack.com is a link to find out all 
about Slack. 


I find Slack’s layout very easy to understand. Everything is 
done in channels. A channel is a place where a group of slack 
users can go to discuss a topic or project, and when it is 
completed, it gets archived. These archives can be searched if 
the subject comes up again. In fact, all of Slack’s conversations 
can be searched. Here’s a screenshot of Slack to show you how 
channels are on the left of the screen, with a list of users below. 


Slack - Laidback Bike Report 


‘im only a bot, but I'll do my best to answer! If | don't understand, I'll search the Help 
enter. 


Thursday, September 14th 


ig in Slack, just type your question below. 


On the far left, you will see my two groups (LB, and HB). Next, 
to that, you will see the list of Channels, and below that is the 
list of users. To the right is where everything happens. This is 
the LB group; the HB group is completely separate. 


The user can join and unjoin a channel, and users can send 
messages to one another, and everything stays organized. 
Besides all this, you can use other online apps right in Slack. 
You can share documents, pictures, URL links, and much more. 
You can even have Zoom conferences right in Slack. I didn’t 
cover this in my other article because this is not part of the free 
Zoom. You need to be using a paid version. Oh, I forgot to say, 
Slack comes with a free version as well. 


The only thing I found that gave me a problem was trying to 
get everyone on board. Not so much in the bike group, but in 
the church group. All the ladies took to it, but the guys were 
slow. Is it just me who sees this, but I find the ladies seem to 
adapt to the Internet and tech stuff, and are much more 
comfortable than the men are at doing this. 


Here is a shot of some of the apps that can be embedded in 
Slack: 


&asana 


box 23 Dropbox 


XJIRA ¢. 


Google Drive 


Just like Zoom, Slack requires you to sign up to use the free 
version, but that’s not so bad because it is a great product and I 


foresee myself using it for a long time. Again, if you are 
interested, here is the link to the download. 


Linux Download Link: hittps://slack.com/downloads/linux. 
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Letters 


Compiled by Ronnie Tucker 


Lenovo Update 


If someone with a Lenovo laptop has this problem (see 
FCM#128 news), one possible, and very direct, fix would be to 
boot directly from an ISO image on the hard drive. All that is 
needed is a working GRUB. 


https://www. howtogeek. com/196933/how-to-boot-linux-iso- 
images-directly-from-your-hard-drive/ 


Also, my own piece in FCM#121: “Install Ubuntu with no 
external media”. 


The tactic would be to boot from another version, e.g. Ubuntu 
16.04 LTS or Linux mint, then install it over 17.10. You would 
just need to be careful to specify the “toram” parameter in the 
linux kernel stanza for GRUB. 


Hope it can help someone out, 
Alan Ward 
Emmabuntus Update 


Many thanks for your Emmabuntus DE review in FCM#128, 
and sorry that you had to face problems with the Wifi 
connection on your old computer. 


As a matter of fact, another person reported a similar issue 


around the same time, 

with 3 different Wifi USB sticks, and we were able to fix the 
problem by using 

the workaround described here : 


https://askubuntu. com/questions/ 902992 /ubuntu-gnome- 1 7-04- 
wi-fi-not-working-mac-address-keeps-changing/905019#905019 


We plan obviously to include this fix in the next release of 
Emmabuntus DE. 


Thanks again for your support and our best wishes for this new 
year. 


Yves for the Emmabuntus Collective 
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Q&A 


Compiled by Gord Campbell 


A (Thanks to steeldriver in the Ubuntu Forums) Use 
this command: 


A (Thanks to mc4man in the Ubuntu Forums) You have 
mixed vlc packages from 2 ppa’s. If you wish to get vlc 
from a ppa, then just use one. So start with: 


Now if you want the 2.2.8 version, then add back the 
york ppa to your sources, run 


If you want the 2.2.5 version from my ppa then, after 
the purge, just re-install vlc. 


Q How can I play, or convert (to mp4, ogg, avi ...) .dav files? 
(dav are video files from a security camera). 


A (Thanks to nerunja in the Ubuntu Forums) “Media 
Player” in Mint Linux 18.3 Slyvia is able to play the 
.dav files fine by default. The media player shortcut 
shows the command as “xplayer %U” 


Q I used to be able to see all my mounted and unmounted 
internal drives in the left hand pane in Nautilus. Now, after 
installing 17.10, they do not appear. How can I get all internal 
drives back on the left hand pane in Nautilus, including the 
properties dialog? 


A (Thanks again to mc4man in the Ubuntu Forums) 
You can’t, this is the direction Nautilus devs have 
decided to go. If so inclined, you could use a different 
file manager, such as Nemo. 


Q Can you daisy-chain monitors using Displayport? 


A (Thanks to sawfish2 in the Ubuntu Forums) Just 
wanted to share a small success, because I had trouble 
finding information on using daisy-chained displayport 
for dual monitors with Linux. Initially I had some 
trouble to get it working, but, after installing Ubuntu 
17.10, and using the correct setting of the monitors 
(enable DP1.2 in the monitor connected to the 
motherboard and disabling DP1.2 in the other), it runs 
to my full satisfaction. 


Tips and Techniques 
Artful and Lenovo 


By now, you have probably read about a problem with Ubuntu 
17.10 and certain, mostly Lenovo, computers. As I write this, 
the problem seems to be solved, but it was real, and it was 
serious. 


If you use the current release (as opposed to Long Term 
Support) of any of the Ubuntu family of distros, your chance of 
running into this kind of problem goes up dramatically. The 
LTS versions are tested much more before release, plus you are 
installing four times as many new releases. 


One way to reduce the number of problems is to wait a couple 
of months before upgrading to the new release. I will upgrade 
to 17.10, but as of New Year’s Day, I’m still running 17.04. ’'m 
letting the early adopters do post-release testing. 


Mind you, I don’t always follow this advice. Almost a year ago, 
I had an empty partition on my spiffy new SSD, and a beta 
release of Xubuntu 17.04 was available, so I gave it a try. It 
worked so well that I never considered falling back to an older 
version. I just hope 17.10 provides a similar experience. 
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My desktop 
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The current site was created thanks to Lucas Westermann 
(Mr. Command & Conquer) who took on the task of completely 
rebuilding the site, and scripts, from scratch, in his own time. 
The Patreon page is to help pay the domain and hosting fees. 
The yearly target was quickly reached thanks to those listed on 
this page. The money also helps with the new mailing list that I 
set up. 


Several people have asked for a PayPal (single donation) 
option, so I ’ve added a button to the right side of the website. 


A big thank you to all those who’ve used Patreon and the 
PayPal button. It’s a HUGE help. 


https://www.patreon.com/fullcirclemagazine 
Donate 


win PayPal 


visa SS EE) SD rw 


https://paypal.me/ronnietucker 


Patrons and Donors 


Monthly Patrons 


2016: 


Single Donations 


2016: 


2018: 


How to Contribute 


FULL CIRCLE NEEDS YOU! 


A magazine isn’t a magazine without articles — and 
Full Circle is no exception. We need your opinions, 
desktops, stories, how-to’s, reviews, and anything 
else you want to tell your fellow *buntu users. 
Send your articles to: 

articles @fullcirclemagazine. org. 


We are always looking out for new articles to 
include in Full Circle. For help and advice, please 
see the Official Full Circle Style Guide: http:// 
url. fullcirclemagazine. org/75d471 


FCM #130 Deadline: Sunday 4‘h February 2018. 
Release: Friday 234 February 2018. 


M@ Send your comments or Linux experiences to: 
letters @fullcirclemagazine.org 

@ Hardware/software reviews should be sent to: 
reviews @fullcirclemagazine. org 

M@ Questions for Q&A should go to: 
questions @fullcirclemagazine. org 

M@ Desktop screens should be emailed to: 
misc @fullcirclemagazine.org 

M@ ... or you can visit our forum via: 
www. fullcirclemagazine. org 


Getting Full Circle Magazine: 


EPUB Format - Most editions of Full Circle have a link to the 
epub file on the downloads page. If you have any problems 
with the epub file, you can drop an email to: 

mobile @fullcirclemagazine.org 


Magzster - You can also read Full Circle online via Magzster: 
http://www. magzter.com/publishers/Full-Circle. Please share and 
rate FCM as it helps to spread the word about FCM and Ubuntu 
Linux. 


Issuu - You can read Full Circle online via Issuu: http:// 
issuu.com/fullcirclemagazine. Please share and rate FCM as it 
helps to spread the word about FCM and Ubuntu Linux. 
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